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MAC316M: 14+2 Multi-Reader Interface Door Access

Description
MAC316M is a professional 16-door IP control panel engineered for large-scale access control
architecture. It offers flexible communication through RS-485 or TCP/IP interfaces to form a robust
network loop. Optimized for high-traffic environments, the MAC316M supports a massive default
capacity of 16,000 cardhol ders (expandable to 32,000) and features sophisticated multi-door anti-
passback functionality to ensure strict security across all entry and exit points.

Seamlessly integrating with MagEtegra software, the MAC316M provides a user-friendly experience for
managing complex access permissions, real-time event monitoring, and comprehensive reporting across
extensive facility layouts.

Features
1. Multi-Door & Large Capacity Control: Designed to manage up to 16 doors from a single

control panel.

2. Flexible Communication Modules: Features a built-in RS-485 and TCP/IP interface for software
management via network.

3. Installation-Friendly Design: Utilizes an industrial-standard locking design and quick-release
terminals for easier wiring and maintenance.

4. Multi-Reader Support: Connects up to 14 units of RS-485 readers and 2 units of Wiegand
readers.

5. Advanced Anti-Passback: Includes built-inmulti-door anti-passback logic to prevent one card
from being used for multiple entries.

6. Emergency Integration: Features a built-in fire alarm input that can automatically release all
door locks during an emergency.

7. Reliability & Redundancy: Equipped with awatchdog timer to prevent system hang-ups and a
Real Time Clock (RTC) for precise event logging.

8. Continuous Operation: Supports rechargeable battery integration to keep the system running
during power outages.
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Wiring Diagram
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Door Wiring Diagram
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MAC316 hardware setup
The default IP Address for MAC316 is 192.168.1.127. Ensure that the IP segment for the PC
is similar.

1. Setting the PC’s IP Address.
a) Go to the “Network connections” setting under “Network and Internet” option in the

Control Panel. Right click on the Ethernet and select properties.

b) Double click “Internet Protocol Version 4 (TCP/IPv4)”. Tick the “Use the following IP
Address”. Set the IP Address, Subnet mask and Default Gateway accordingly. Click “OK”
to save the settings.
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2. Set the IP Address for MAC316.

To make sure that the MAC316 successfully connected to the PC, open the command
prompt and ping the device IP Address.

“ping 192.168.1.127 -t”

a) Open the web browser, key in the IP Address on the search bar, then click “Network
Setting”.

b) Enter “Username : SuperAdm” & “Password : 721568” then click “Sign in” to enter the
network setting.

(if unsuccessful, try reseting
MAC316. Hold for 5 seconds.)
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c) Set the IP Address, subnet mask, gateway and node ID accordingly. Click update to save
the setting. If the IP segment is different, make sure to change the IP Address for the PC
same IP segment same with the device.

MagEtegra ME-ACS software setup

1. Add MAC316 into Hardware Manager
a) Run MagClient --> System Configuration --> Hardware Manager

Right click on Main--> Click “Edit Site”

Node ID is set by DIP Switch.
Supports Node ID: 001 - 254

*DIP Switch Setting for Node ID: 2
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b) Select “TCPIP” and key-in the Site Name, MAC316’s IP address and port number.

c) Click on the selected site to highlight it, then right click and select “Add Controller” to add
controller.
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d) Key in the MAC316’s Node ID (Default is 1) --> Select Reader Model “MAC316” --> Key in
Controller Name --> Click “Online Reader”

e) Select the respective Node ID’s of all Readers being used. Click “Save” to save all settings.

Note:
1) Each connected RS485 Reader
needs to be assigned a distinct
Node ID. This has to be
programmed manually (refer to
respective RS485 Reader’s User
Guide)

2) Channel 1 starts with Node ID
‘003’ because Node ID ‘001’ &
‘002’ are reserved for the wiegand
ports.

Node ID is set by DIP Switch.
Supports Node ID: 001 - 254

*DIP Switch Setting for Node ID: 2
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f) Select “Save & Write to HW” to save settings and upload to hardware.

g) Launch “MagServer” and wait for COMs Status

*If unsuccessful, check for loose cable connections or mistyped IP Address.
By default, MAC316’s IP Address is “192.168.1.127”

h) Green Icon means connection of MAC316 to MagEtegra Software is successful.
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Advanced Application Set-up

Fire Alarm Integration to unlock all doors during emergency

a) System Configuration --> Hardware Manager --> MAC316 --> Parameter
Click “Save” to save settings
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Enable Software Alarm (Pair with E-map)

To enable the audible software alarm, go to:

1. System Configuration Tab --> Preferences

2. Click the “Alarm” tab and select “Enable Alarm”.
Choose between a continuous alarm or a fixed time period alarm.
Click “SAVE” to save all settings.
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Anti-passback
MAC316’s Anti-passback security feature forces a user to "exit" a secured area (using their
card/credential) before they can "enter" it again. This added feature prevents sharing
credentials to let someone else in (passing back) or tailgating, ensuring one card equals one
person per entry/exit cycle.

a) To activate the anti-passback feature, program the Controller Readers(CA413-RK) with
the following command:

1. Enter Programming Mode (By default: *123456#)
2. Press the following code to differentiate the readers:

ENTRY READER - 20 * 208 #
EXIT READER - 20 * 144 #

3. Press *# to to save the setting and exit. (**# to save, arm and exit)

b) Anti-passback is enabled on all new users by default. To disable this feature on specific
users:

1. Go to the specific user profile
2. Deselect “Anti-passback enable”, click “Save”.
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Dual Wiegand Integration
The MAC316 Controller comes with 2 wiegand port integration. The following steps shows how
to utilise these two wiegand ports for your project’s application.

a) Wire the wiegand reader accordingly:

b) Software Settings:

 Wiegand Readers are enabled by default.
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c) Wiegand output mode

d) Door relay output (Node ID 003 and 009 ONLY)

 Enable the necessary software features on the Wiegand Reader by selecting the
respective boxes.

How it works:
When reader with Node ID 003 from Channel 1 verifies access, the selected relay(K2) will trigger.
Similarly, reader with Node ID 009 from Channel 2 will trigger the selected relay(K3).

How it works:
Enabling “Wg output mode” disables the activation of each wiegand port’s respective relay(K1/K2)
when the respective wiegand reader verifies access.
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FAQ

Problem Solution

Door opens with a
delay after a card is
flashed

The card data must be sent to the MAC controller for verification
before the door unlocks. Poor-quality cables or excessive wiring
distance can slow RS485 communication.

Use proper wiring such as Cat5 (up to 100m), RS422 cable like
Belden 1419A (up to 300m), or RS485 cable such as Belden 9842
(up to 1km) to ensure stable performance.

No output when
flashing a card at a
Wiegand reader
connected to MAC

Ensure the Wiegand reader and MAC share a common GND
reference. If they use separate power supplies, connect the GND of
both power supplies together to establish proper signal reference.

MAC controller is
easily damaged by
surge

Outdoor electronic devices are vulnerable to surge. Connect the
MAC metal enclosure to EARTH from the AC socket to create a low-
impedance reference shared with other equipment.

Proper grounding and surge protection are especially important in
exposed areas or locations prone to lightning strikes.

MAC controller
behaves
intermittently or
unpredictably

Surge events may partially damage the CPU without visible burn
marks, causing unstable or random behavior. Installing proper
surge protection and grounding can prevent this issue and ensure
stable system operation.

Unable to ping the
controller or access
the web interface.

Check that all network jumpers are set to “NET”.

Verify that the Node ID is correctly configured according to binary
numbering. Ensure the controller is using the correct IP address.
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Unable to access the
controller web
interface.

Use the default IP 192.168.1.127.

Log in with the default credentials:
Username: SuperAdm
Password: 721568.

How to reset MAC316
controller to factory
settings.

Connect (loop) the Fire contact terminal CN15 to GND, then press
and hold the Reset button for more than 5 seconds until the BUSY
LED starts blinking.

Release the button and the device will automatically restart with
default settings. After reset, disconnect the CN15-GND loop.
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