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@M AGEtegra

Access Control

Integrated Access Control and Security System

MAG Etegra (ME-ACS) is an advance client / server access control software that is designed exclusively for
Soyal’s card and fingerprint access system. It extends SOYAL functionality to the next level with integrated
CCTV surveillance, alarm monitoring and advanced time attendance functions. ME-ACS is fully
loaded with powerful features into a single platform to achieve centralized  security, surveillance and
attendance management for small to big business operations.

WWW.MAG-ETEGRA.COM.MY
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1) Introduction

MAG Etegra (ME-ACS)

ME-ACS v 6.2 User Manual

MAG Etegra (ME-ACS) extends SOYAL hardware original capability and integrates all of them
into single software for centralized Access Control, Alarm Monitoring, Time Attendance and
CCTY Surveillance. ME-ACS supports client server architecture which allows control and
management from a remote site over LAN or internet network.

MAG Etegra (ME-ACS) support the following function:

1)
2)
3)
4)
5)
6)
7)

8)

Door access
Elevator access
Parking access
Turnstile access

Fingerprint biometric access

Multi-shift time attendance

Access control monitoring, include area control monitoring, camera monitoring, door
monitoring, E- map monitoring, I/O monitoring, IN/OUT monitoring and User Profile

Monitoring. (NEW **)

CCTYV video and picture capture.

MAG Etegra (ME-ACS) benefits are:

GUI has been optimized to provide very clean, uncluttered and simple interface yet with
powerful functions beneath it. Skin color theme and background image can be changed to
suit different user preferences.

SQL based database to fully support smooth operation in networking environment.

Client / Server architecture for maximum security. Server can be protected in secure
room. All operators can only access the server via limited function using client.

Integrated alarm and CCTV monitoring allow operator to quickly check alarm event with
picture and video. Visual evidence always provides a clearer picture of what is happening.

Integrated access and CCTV monitoring to capture picture on all users that badge card.
Operator can visually verify the authentication user to catch "buddy punching". Guard can

1)
2)
3)
4)

5)

use this feature to easily verify all vehicles in and out of premises.

How to install the program and get started is explained in the Getting Started section.

PC minimum specifications:

Specifications Requirements
Win 7 64-bit
. Win 8 64-bit
a) Operating system Win 10 64-bit
4GB - Minimum standalone or

8GB - Optimum performance if

b) Memory running picture capture and multi
network environment.
1GB for installation files.

¢) HDD space 20GB for Microsoft SQL Server 2014

and database.
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Client / Server Architecture Diagram
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2) Getting started

Insert MAG Etegra (ME-ACS) DVD installer disc into DVD ROM drive, and select the compatible system
for the PC OS by select the correct folder, there is ME-ACS 64-bit Setup (Refer Fig 2.0.1 ). Please read the
installation guide before start the installation.

The information inside the CD:
DVD ROM Drive =2 1. ME_ACS 64-bit Setup - DatabaseSetup64.exe & ME-ACS_v6_Setup.exe

Name Date modified Type Size
1. ME_ACS_vb 64-bit Setup File folder
2. ME-ACS Sample Report File folder
3. ME-ACS User Manual File folder
4. AR321CM_driver File folder
5. Utilities Y File folder
6. 701 Soyal Software 5/7/2019 9:04 AM File folder
Fig 2.0.1: ME-ACS 64-bit installer folder.
Name Date modified Type Size
'-;é DatabaseSetupb4 7/7/2019 450 PM Application 864,751 KB
'-;é ME-ACS_v_6_setup 13/7/2019 1044 A Application 202,648 KB
+ SE_ACS_Install_Guide 18/10/2016 1:48 PM  Adobe Acrobat D... 1,101 KB

Fig 2.0.2: ME-ACS 64-bit installation.

The process of installation:
Step 1: Database installation - Run the DatabaseSetup64.exe
Step 2: ME-ACS installation - Run the ME-ACS_setup.exe

Step 1: Database Installation

a) Double-click on DatabaseSetup64.exe to start the database installation.
DVD ROM Drive -2 1. ME-ACS 64-bit Setup 2 DatabaseSetup64.exe

Name Date modified Type Size

'-;é'; DatabaseSetup64 7/7/2019 4:50 PM Application 864,751 KB
'-;é'; ME-ACS_v_6_setup 13/7/2019 10:44 A..  Application 202,648 KB
% SE_ACS_Install_Guide 18/10/2016 143 PM  Adobe Acrobat D... 1,101 KB

Fig 2.1.0: ME-ACS 32-bit or 64-bit installation.

b) If the system which not yet install SQL Server 2014 Express will prompt to request to install it.
Please click OK button to install it.
c)

SOL Server 2014 Express Edition Installation >

Setup has detected that you do not have SQL Server 2014

| . Express Edition installed.
Click OK to imstall this technology now or Cancel to abort the
setup.

Fig 2.1.1: SQL Server 2014 Express Edition installation.




Microsoft SQL Server 2014 Express with Tools X

Preparing: C:\SQLEXPRWT x€4_ENU'xE4\Setup'el... [SQL_ENGINE_CORE_SHARED,MSI
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SQL Server 2014

Please wait while Microsoft SGL Server 2014 Setup processes the current operation

Fig 2.1.2: SQL Server 2014 Express Edition installation in progress.

‘E SQL Server 2074 Setup — [m}
Install Setup Files
If an update for SOL Server Setup is found and specified to be included, the update will be installed.
Install Setup Files
Installation Progress
Task Status
Scan for product updates In Progress
Download Setup files Not started
Extract Setup files Mot started
Install Setup files Mot started
< Back Next > Cancel
Fig 2.1.3: SQL Server 2014 Express Edition installation in progress.
™ SQL Server 2074 Setup — [m}
Installation Progress
Install Setup Files
Installation Progress I
Install_SglSupport_Cpub4_Action : CreateShortcuts. Creating shortcuts
Next > Cancel Help

Fig 2.1.4: SQL Server 2014 Express Edition installation in progress.
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d) At the welcome screen, click on Next button to continue.
g) MagFtegra Datahase Setup ke

Welcome

Welcome to the installer for MagEtegra Database.

It is strongly recommended that you exit all

Windows programs before continuing with this
installation.
If you have any other programs running, please click

Cancel, close the programs, and run this setup
again.

Otherwise, click Next to continus.

Fig 2.1.5: Click on Next to continue ME-ACS setup.

T S0 Server 2014 Sonip - O
Install Setup Files
If an update fior SOL Server Setup is found and specified o be induded, the update will be installsd.
Bestall Sectusp Files
Installation Progress
Tazk Status
Seanfor product updates In Progress
Download Setup files | Mot started
Extract Setup files ot started
Install Setup files Mot started
=Back Next = Carned

Fig 2.1.3: SQL Server 2014 Express Edition installation in progress.

T sUL Server 2014 Sctup

Installation Progress

Irstall Setup Files
Installation Progress
Ingwzll_SqiSupport_Cpubd_Action : CresteShericuts. Creating shoricuts

Mext = Carcel Help

Fig 2.1.4: SQL Server 2014 Express Edition installation in progress.
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e) At the welcome screen, click on Next button to continue.
E, MagEtegra Database Setup X

Welcome

Welcome to the installer for MagEtegra Database.

It is strongly recommended that you exit all
Windows programs before continuing with this

installation.
If you have any other programs running, please click
Cancel, close the programs, and run this setup

again.

Otherwise. click Next to continue.

Fig 2.1.5: Click on Next to continue ME-ACS setup.

MagEtegra Database Utility

2019-07-17 08:54:25: Initializing, please wait...

2019-07-17 08:54:25: Processing script file [magetegra.sql]...

2019-07-17 08:56:00: Script file [magetegra.sql] successfully processed.
2019-07-17 08:56:00: Script file [magetegra.sql] moved to folder [Completed].
2019-07-17 08:56:00: Process ended.

Exit

Fig 2.1.9: The installation of ME-ACS database.

f)  When message box just like below will prompt. Click Finish button to close it.

r-) MagEtegra Database Setup X

Installation Successful

The MagEtegra Database installation is complete.

Thank you for choosing MagEtegra Database!

Please click Finish to exit this installer.

Fig 2.1.10: The SQL database installation is successful and clicks on Finish to close it.
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Step 2: ME-ACS Installation

a) Double-click on ME_ACS setup.exe to start the ME-ACS installation.

Name Date modified Type Size

5 DatabaseSetupb4 7/1/2019 450 PM Application 864,751 KB
| 5 ME-ACS_v_6_setup | 13/7/2019 10:44 A..  Application 202,648 KB

| SE_ACS_Install_Guide 18/10/2016 1:48 PM  Adobe Acrobat D... 1,101 KB

Fig 2.2.0: ME-ACS 64-bit installation.
b) At the welcome screen, click on Next button to continue.

5 MagEtegra ME-ACS Setup >

Welcome

Welcome to the 32 bit installer for MagEtegra
ME-ACS 6.0.0.0. Require WinT or Win 8.

It is strongly recommended that you exit all
Windows programs before continuing with this
installation. If you have any other programs running,
please click Cancel. close the programs. and run
this setup again.

Otherwise, click Next to continue.

S

Fig2.2.1: CTick on Next to continue ME-ACS setup.

c) Read the EULA and click on Next button upon checking the Agree radio box.

E) MagEtegra ME-ACS Setup =

_icense Agreeme
Please read the following license agreement carefully.

END-USER LICENSE AGREEMENT FOR MagEtegra Access Control
Management Software ME-ACS

IMPORTANT PLEASE READ THE TERMS AND CONDITIONS OF THIS
LICENSE AGREEMENT CAREFULLY BEFORE CONTINUING WITH THIS
PROGRAM INSTALL:

MagEtegra End-User License Agreement ("EULA") is a legal agreement
between you (either an individual or a single entity) and MagEtegra for the

© | agree to the terms of this license agreement

@ | do not agree to the terms of this license agreement

T

Fig 2.2.2: If you agree the terms of license agreement and click the Next to continue.
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d) Select the MAGClient and MAGServer and click on Next button to proceed.

¥, MagEtegra ME-ACS Setup

Select the options you want and click Next to continue.

Please choose component do you want to install

MagServer

MagClient

Note: You may select as many options as you want

Fig 2.2.3: Select the components you want to install.

e) Click on Next button to continue.

[.', MagEtegra ME-ACS Setup

Where would you like the shortcuts to be installed?

The shortcut icons will be created in the folder indicated below. f you dont want

to use the default folder, you can either type a new name, or select an exsting
folder from the list

Shortcut Folder:

MagEtegra ME-ACS ~

® Install shortcuts for current user only

O Make shortcuts available to all users

Fig 2.2.4: Click on Next to continue ME-ACS setup.

f)  Fill in user information and click on Next button.

¥, MagCtegra ML-ACS Setup

Enter your user information and click Next to continue.

Fig 2.2.5: User information.

11
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g) Click on Next button to start the installation.

¥, MagEtegra ME-ACS Setup x

110G

You are now ready to install MagEtegra ME-ACS 6.0.0.0

The installer now has enough information to install MagEtegra ME-ACS on your
computer.

The following settings will be used:

Install folder C\MagEtegra

Shortcut folder:  MagEtegra ME-ACS

Fig 2.2.6: Ready to install process.

¥ MagEtegra ME-ACS Setup X

Please wait. ..

Installing Files
Seeking

T T T T T

Fig 2.2.7: Installation in progress.

h) When the message box just like below (Refer Fig 2.2.8), then click on NEXT button to install it.

r ]
Software Update Microsoft Chart Controls for Microsoft NET Framework 3.5 Install..

Welcome to the Microsoft Chart Controls for
Microsoft NET Framework 3.5 software update.

Products affected by the software update:
I « Microsoft .NET Frameworc 3.5 5P1

(Get More infomatior: about this update.

 <Back || Net> | [ Cancel

Fig 2.2.8: MSchart.exe installation.

12
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Microsoft Software License Terms
Please accept the license terms to cortinue.

PLEASE NOTE: Microsoft Corporation (or based on where you live, one of 2
its affiliates) licenses this supplement to you. You may use a copy of this
supplement with each validly licensed copy of Microsoft Windows operating
system software (for which this supplement is applicable) (the

"software”). You may not use the supplement if you do not have a license
for the software. The license terms for the software apply to your use of
this supplement. Microsoft provides support services for the supplement as
described at wwew.support.microsoft.com/common/international. aspx.

v
Print License Terms | | Save License Terms
F41 have read and accept the license temms.
[11would like to improve the installation experience by sending anonymous feedback.
Please read the Microsoft Customer Experience Improvement Program and privacy policy.
| <Back |[ MNea> || Cancel

Fig 2.2.8: MSchart.exe installation.

The software update has been installed successfully.

View the [og fi

Check for more recent versions on Microsoft Update.

< Back Cancel
Fig 2.2.10: Mschart installation complate.

i) Setup will continue with SAP Crytal Reports installation.

SAP Crystal Reports
version for Microsoft Visual Studio

w @2010- 2014 SAP SE._ All rights reserved

Validating install

Fig 2.2.11: SAP Crystal Reports installation.
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SAP Crystal Reports runtime engine for MET
Framework (32-bit) has been successfully installed.

‘ < Back Canieel
Fig 2.2.12: SAP Crystal Reports finish.

Setup will continue with SQL Server 2014 Management Objects Setup.

Vit
=il

Welcome to the Microsoft SQL Server 2014
Management Objects Setup

Setup helps you install, modify or remove Microsoft SQL Server 2014
Management Objects . To continue, dick MNext.

WARMING: This program is protected by copyright law and
international treaties.

< Back I MNext = I | Cancel |

Fig 2.2.13: SQL Server 2014 Management Object.exe installation

ﬂ Microsoft SOL Server 2014 Management Objects Setup x
License Agreement
Please read the following license agreement carefully. 1
L |
A

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT SQL SERVER 2014 SHARED MANAGEMENT OBJECTS

These license terms are an agreement between Microsoft Corporation (or
based on where you live, one of its affiliates) and you. Please read them.
They apply to the software named above, which includes the media on which
you received it, if any. The terms also apply to any Microsoft

» updates, v

(81 accept the terms in the license agresment
(7)1 do not accept the terms in the license agreement

[ < Back | Next > ] | Cancel |

Fig 2.2.14: If you accept the term of license agreement, then click the Next to continue process of installation.

14



ﬂ Microsoft SOL Server 2014 Management Objects Setup ®

Ready to Install the Program

Setup is ready to begin installation. i
=3

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit Setup.

<oack Cancel

Fig 2.2.15: Click Install to continue SQL Server 2014 Management Object.

ﬂ Microsoft SOL Server 2014 Management Objects Setup ®
Installing Microsoft SQL Server 2014 Management Objects
The program features you selected are being installed. i
L |
s Please wait while the Installation Wizard installs Microsoft SQL Server 2014
L Management Objects . Thiz may take several minutes.
Status:

Fig 2.2.16: Installation

Completing the Microsoft SQL Server 2014
Management Objects installation

Setup has repaired Microsoft SQL Server 2014 Management Objects
successfully. Click Finish to exit.

.

< Back Cancel
Fig 2.2.17: Installation finish.

ME-ACS v 6.2 User Manual
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k)  When the message box just like below will prompt and click on Finish button to close it.

¥, MagEtegra ME-ACS Setup

C

Installation Successful

The MagEtegra ME-ACS 6.0.0.0 installation is
complete.

Thank you for choosing MagEtegra ME-ACS!

Please click Finish to exit this installer.

Fig 2.2.9: The ME-ACS installation is successful and clicks on Finish to close it.

** Note:
The following 2 shortcut icons will be created in desktop.

H

Magserver

e MAGClient is the client application. You can use the Client application for settings, viewing

reports and all monitoring function available.

e MAGServer is the server application. Server responsibility is to run in the background managing
communication with hardware controller.

If fail to read report in pdf format in ME-ACS system. Please install the SAP Crystal Report runtime to

view:
DVD ROM Drive = 6. Utilities = 6.14 SAP CrsytalReports 2 CRRuntime_x32_13 0_13.msi

** Note:
Please install the SAP Crystal Report runtime to view the reports in ME-ACS system:

DVD ROM Drive - 5. Utilities >6.14 SAP CrsytalReports > CRRuntime_x32_13 0_13.msi

16
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2.3 Starting The Program

To start ME-ACS, click the MAG Client icon found in the Start menu, in Programs / ME-ACS.
For first time installation it is compulsory to run MAG Etegra client first. Running server first will
cause improper operation. Registration is needed when running client for the first time.

**Attention: Make sure the MAG Client and MAG Server are Run as administrator.

Right-click MAG Client icon=>Properties =click Advance in Shortcut tab = Tick
Run as administrator > OK.

Registration of MagEtegra Access Control System x

Create a Preference

Fill in the following fields in order to use the system.

Name 1* |
Name 2

Address

Tel Fax

Email

= Mandatory field

Next Cancel

Fig 2.1: User information.

Only Name 1 is mandatory field. Enter the serial number when you purchase. Package (Lite,
Professional Basic or Professional Advanced) selection must be matched with the serial number
entered.

Registration of MagEtegra Access Control System 2

Registration data

Fill in your registration data. If you have not yet purchased & serial number, please lzave the serial number blank.

Package Trial -

Serial Number

= Enter the serial number you received when you purchased
the program.

Back  [[_Mext | Cancel
Fig 2.3.2: Registration data and package of ME-ACS versions.

Registration completed. You must activate the software within 60 days from a successful registration.
Software can be activated from the Licensing Management by submitting Serial number and MAC
address to activate@soyal.com.my. Upon verification, an activation key will be send back to you.

Registration data &J

'Q Registration completed successfully.

—

Fig 2.3.3: Registration completed successfully.

17
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Enter the default user name ""ADMIN"" and default password '123456". It is recommended that you change
the login name and password before final deployment to avoid unauthorized usage of ME-ACS.

ME-ACS LOGIN PANEL x

@ L" AG Et‘egra Fig 2.3.4: The default ME-ACS login setting just like as

Access Control below:
UserLogin USEr ID . ADMIN
Password : 123456

User ID ADMIN
Poopet ) After fill in it, then click on Login.
Location -

LOGIN

ME-ACS MAG Client will show current event log by default upon a successful login.

ME-ACS MagClient - o X

System Configuration  User Management  Access Control  Time Attendance  Monitoring  Reporting  Housekesping  Help  About

| @M AaGEtegra

ccess Control
CurrentEventlog @ %

Date Time Site Code Card Code ABA Card Num Event Door User ID Department Name Designation
6/06/2013  0Z:4SPM Door opened by push button 1.0.1-Main Enfrance .
26/05/2019  02:46PM | 00124 §0073 0008186537 Normal access by card only 1,0,1 -Main Enfrance 29152 None Vincent Nore

26/06/2019 02:46PM 00124 60073 0008186537 Normal access by card only 1.0.1 - Main Entrance 29152 None Vincent None

/06/2018 0246 PM Door apened by push button 1.0.1-Main Enfrance

26/06/2019  02:46PM 00124 60073 0008186537 Normal access by card only 1.0.1 -Main Entrance 29152 None Vincent None

26/06/2019  DZ45PM 00124 60073 0008186537 Mormal access by card only 1.0.1 - Main Entrance 29152 None Vincent None

26/06/2019 | 02:45PM | 00124

26/06/2018  0Z4ZPM 00124 60073 0008186537 Normal access by card only 1.0.1 - Main Entrance 29152 None Vincent Hone

26/06/2019  02:42PM Door opened by push button 1.0.1 - Main Entrance

26/06/2019  02:42PM Door opened by push button 1.0.1 - Main Entrance

26/06/2019 | 02:41PM Door apened by push button 1.0.1-Main Enfrance

/06/2018  0Z41PM Alarm : Door open toa lng 1.0.1-Main Enfrance

26/06/2019  02:40PM Door opened by push button 1,01 - Main Entrance

26/06/2019 | 02:35PM Door opened by push button 1.0.1 - Main Entrance

6/06/2018  12:33PM Door opened by push button 1.0.1 - Main Entrance

26/06/2019  12:19PM Door opened by push button 1,0.1 -Main Enfrance

26/06/2019  12:03PM 00124 60073 0008186537 Normal access by card only 10,1 -Main Entrance 29152 None Vincent None
26/06/2019 | 12:02PM Alarm : Door open too long 1.0.1 - Main Entrance

26/06/2019 | 12:02PM 00124 60073 0008186537 Normal access by card only 1.0.1 - Main Entrance 29152 Nane Vincent Mane
26/06/20... 11:51AM 00124 60073 0008186537 Tnvalid card 1.0.1 - Main Entrance

26/06/2019  11:43 AM Alarm : Door open toa long 1.0.1 -Main Entrance

EXPORT

Fig 2.3.5: The default view of ME-ACS after login.

From desktop, double-click the MAG Server icon to run the MAG server system.

18



ME-ACS v 6.2 User Manual

3) System Configuration

The system configuration module is responsible for managing the settings for the Card Access Hardware,
Card Users and the System functionality. There are 9 functions under this module: Hardware Manager,
Preferences, Download, Operator Management, Function Access Authority, Control Panel, Branch,
Department and Designation.

3.1 Hardware Manager

Hardware Manager is used to configure hardware connecting and hardware operation parameter for
multi site networking environment. Hardware Manager allows controllers from local site (USB or
LAN TCPIP) and remote site (WAN TCPIP) to be managed from a centralized Server PC.
Operator can add new hardware, read/write hardware parameter and define remote/local site
communication via Hardware Manager.

Hardware Manager consists of Site Manager (LEFT SIDE) and Controller Manager (RIGHT
SIDE). Site Manager allows you to setup communication related to local and remote site. Controller
Manager allows you to add/edit/delete hardware under a site.

Node ID . COMTCPIP

Model ARB3I7EF IP Address 192.168.1.127 Port

== @ Johor (3}
& 3.0.25-ART25EV2
== @ Kuala Lumpur {5)
€ 5.0.1-ART21H WRITE TO HW
== 7 Main (1}
& 1.0.1-AR725 EV2 Door ID | Parameter | Setings | FreeZone | Alarm Schedule | Maintenance
== &2 1.0.2 - ARS3TEF
& 1.0.2E - ARB3TEF Master code 1234585 Keypad lock max error 3
=& 15.0-AR7T21EV2
& 151E Arming code 1234 Duress code 4321
@ 152
& 153 Main WGA -PIN num input method
& 1589 Dooropen duration 7 sec 7
=2 1.8.0-ART16E
® 181 Open too long 15 sec 15
@ 189
== Penang (2)
2 202-AR725EV2 arm delay 1 sec
- S.lnga@re 8) e el 1
@ B8.0.1-ARBBIEF V5

Alarm output duration 15 sec

sec UserCapacity Mode

Biometric Module Type

EXPAND COLLAPSE SEARCH

ADD SITE REMOVE SITE REFRESH

v

Site Manager' ) Controller Manager
Fig 3.1.1: The Hardware Manager settings and operations.

A

Controller that is online (connected) under each site is indicates as GREEN tick. Controller that is offline
(disconnected) under each site is indicates as RED cross. Controller offline might be caused by possible
failure on hardware, wiring or communication network. Hardware Manager will mark controller as offline if
controller failed to respond within defined Time Out period. Time Out setting is defined in Preference.

Note:
Expand: Use to expand all items under the Site
Manager.
Collapse: Use to close all items under the Site
Manager.

19
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3.1.1 Site Manager

Select communication port (COM or TCPIP) for each site. Each site can only have 1 COM port and
1 TCPIP port. Multiple TCPIP port can be allowed when using purchased licensing. If not, all the
reader will be reset into main default IP.

Fig 3.1.2: The COM port selection which will be used as communication port to interface with controllers.

Note:

** For example, if COM3 was selected, all controllers under this site shall be connected to COM3.

**|f there is a controller connected to COMS, it has to be added under another new site that uses
COM®6 as communication port.

Adding Site
For Com Port selection:
(Com Port means all hardware is connected thru USB converter(AR321CM) to this PC).
1)  Click on ADD SITE button.
2)  Insert the Site Name and click on SAVE button. (Refer Fig 3.1.2)
3)  Go to COM/TCPIP, click menu box and scroll down to select the correct COM port
or communication port that will connect to the controllers.
Note: The connected port can be check through device manager = Port (Refer to Prolific
USB-to-Serial COM Port).
4)  Click SAVE button to save it and the site will appear on the left panel.

Site ID 7 Site ID 7
Site Name Main Site Name Main
Server Location ®) Local Remote Server Location @) Local Remote
COM/TCPIP COoM1 E COM/TCPIP TCPIP
COMS -
P Address 192,168.1.127
COMé&
com7 Port 1621
CcoMa
coM COMS TCPIP
Timeout COM10 Timeout 5000
TCPIP v

Polling Speed TO00 Polling Speed 1000

SAVE CANCEL SAVE CANCEL

Fig 3.1.3: Select TCPIP and fill in the IP address and TCPIP port.

Important Note:

** TCPIP will auto-enable the Independent IP base on the license.

** For using trial or lite, all controllers under this site shall be connected through same IP and same
port.

** For using Pro Basic or Adv, the readers under this site can be changed with different IP’s and
ports. For those readers was not change will use the default IP and port.
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For TCPIP selection:
(TCPIP means all hardware is connected thru LAN (Local Area Network)/ WAN (Wide Area Network) to
this PC.
1)  Click on the Add Site button.
2)  Insert the Site Name.
3)  Go to COM/TCPIP, click menu box and scroll down to select the TCPIP. (Refer Fig 3.1.3)
4)  Make sure that you key in the IP address and Port number. (Refer Fig 3.1.3).
5)  Click Save button to save it and the site will appear on the left panel.

Site ID
Site Name
Server Location # ) Local Remote
COM/TCPIP TCPIP
IP Address 192.168.1.120
Port 1621
TCPIP
Timeout 5000
Polling Speed 1000

Fig 3.1.3a: Edit Site for changing TCP/IP

Magktegra

o The IF address has changed. Press Yes to update for the hardwares or No to cancel,

Lve ][ w

Fig 3.1.3b: Notification to update multiple hardware

SELECT HARDWARE x

Door ID Site ID NodeID  Model Name
N S N O Y]
7.0.2 7 2 ART725EV2 Out L

SELECT ALL DE-SELECT ALL

Fig 3.1.3c: Hardware selection for updating IP address

Edit Site for Trial/Lite license

1)  Right click on the site names under the controller list tab.

2)  Click on the Edit button.

3)  Edit the changes from the pop up Edit Site screen. (Refer Fig 3.1.3a)
4)  Click on Save button to update the changes.
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Edit Site for TCP/IP or Dynamic DNS (Standard/Pro Basic/Advance)

1)  Right click on the site names under the controller list tab.
2)  Click on the Edit button.
3)  Edit the changes from the pop up Edit Site screen. (Refer Fig 3.1.3a)
4)  Upon click on Save button notification will prompt (Refer fig 3.1.3b)
a) Cick on Yes button to change multiple hardware IP address (Refer fig 3.1.3b)
b) Select the hardware and click OK button to update selected controller (Refer fig 3.1.3¢)
Note
** For using AR727CM only
b) Click No button for changing site DDNS only

Note
** For connection using DDNS only

==t Main (7)
(X}7.0.1- AR725 i
@ 702 -AR725 Add Controller
== Main 1 (1) Edit Controller
6' 101-ART25F pelete Controller
€3 1.02-AR725¢

Disable Controller

Fig 3.1.3d: Edit Controller selection

Node ID 1 COM/TCPIP

Model AR 725 EV2 IPAddress 192.168.1.127 Port 1621

Door ID | Parameter Settings | Free Zone Alarm Schedule | Maintenance

DoorID 7.0.1

Door Name IN

Door Number 3 .

Wiegand Reader Connected
Name

Door Number

Location Picture

Fig 3.1.3e: Controller Management for setting and IP address

All setting must write to hardware for it to take effect.

J Save & Write To HW Cancel

Fig 3.1.3f: Controller Management for setting and IP address
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Edit Controller TCP/IP (Standard/Pro Basic/Advance)

1)  Right click on the controller under the controller list tab.

2)  Click on the Edit Controller button. (Refer fig 3.1.3d)

3)  Insert IP address and Port on the highlighted box(Refer Fig 3.1.3e)

4)  Click Save button and notification will prompt. Refer fig 3.1.3f)
a) Click on Save only button for update IP address.
b) Click on Save & Write to HW button for update the controller setting and IP address
¢) Click on Cancel button to return controller management.

Remove Site

1)  Select a site.
2)  Click on the Remove Site button.
3)  Click on Save button to update the changes or cancel to ignore the changes.

3.1.2 Controller Manager

Adding Hardware

1)  Select the Site name that you want to add hardware and then click on Add button

2)  Ignore the Node id input, if you want it to be assigning automatically or else key in the node id.
It will prompt if any duplicate node id found.

3)  Choose the Hardware model that you want to add.

4)  Choose the COM port or TCPIP for the device. If you choose the TCPIP, then make sure that
you key in the IP address and the Port number. (Refer 3.1.4a)

5)  Configure the settings as per the need for the related hardware (The controller settings will be
explained below).

6)  Click Save button and able to write it to the hardware.

Editing Hardware

1)  Select the Site name and the targeted hardware that you want to edit. Click on Edit button.
2)  Click Save button after the edit done or Cancel to ignore the changes.

Delete Hardware

1)  Select the Site name and the targeted hardware that you want to delete. Click on the Delete
button.
2)  Click Save button to update the changes or Cancel to ignore the changes.

COMTCPIP

Mode ID

Model RB37EF IP Address 192. 168 127 Port

== & Johor (3)
& 3.025-ART25 EV2
== & Kuala Lumpur {5)
€3 5.01-ART21H
== 7 Main (1)
& 101-ART25EV2 Door ID Parameter Settings Free Zone Alarm Schedule Maintenance
=& 1.0.2 - ARS37EF
© 1.02E-ARB37VEF Master code 123456 Keypad lock max error 3
=& 1.5.0- ARTZ1E V2
& 151E Arming code 1234 Duress code 4321

WRITE TO HW

Main WGA PIN num input method
159 Dooropen duration 7 e 7 e
Ak Open too lang 15 sec 15 sec

Alarm output duration 15 sec

& 2.02-ART25EV2 Arm delay 1 sec

== @ Singapore (8] Alarm delay 1 sec User Capacity Mode

& B8.0.1-ARBB1EF V5
Biometric Module Type

EXPAND COLLAPSE SEARCH

ADD SITE REMOVWE SITE REFRESH

Fig 3.1.4a: The settings and hardware indication in Hardware Manager.
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HARDWARE MANAGER

= (2 Johor (3)
& 3.025-AR725EV2
w= (0 Kuala Lumpur (5)
€ 5.0.1-AR721H
== (2 Main (1)
(%31.0.1- AR725 EV2 ]
== 1.0.2-AR837EF
© 1.02E-ARS3
= 1.5.0-AR7T21E V2
@ 15.1E
@ 152E
© 153
@ 159

Add Controller
Edit Controller
Delete Controller

== (2 Johor (3)
& 3.025-AR7T25EV2
w= (0 Kuala Lumpur (5)
€ 50.1-ART21H
== (2 Main (1)
93 1.0.1- AR725 EV2 ]
== 102-AR837EF  Add Controller

° 1? 01 ?R;IEQ_ ;\ER\B,;' Edit Controller

® 15.1E Delete Controller
° 15.2E Disable Controller
Q 153
© 159

Fig 3.1.4b: Disable & Enable hardware.

Disable Hardware

1) Select the hardware/reader under the controller list tab.
2) Then right-click and select Disable to disable the hardware/reader. (Refer Fig 3.1.4b)

Enable Hardware

1) Select the hardware/reader under the controller list tab.
2) Then right-click and select Enable to enable the hardware/reader. (Refer Fig 3.1.4b)

There are many types of controllers currently supported by ME-ACS:

Type 1) AR721H, AR727H, AR331HT, AR331HS, AR725H & AR721E
Type 2) AR716E

Type 3) AR837EF

Type 4) AR725E v2

Type 7) AR721E v2

Parameter setting is different for each time of controller. Following is detailed explanation for each type of
controller setting.
Type 1: AR721H / AR727H / AR331HT / AR331HS / AR725H / ART21E

e 0 Johor (3}
& 3025 ARTZS EVZ
w4 Huala Lumpur [S)
€3 501 - ART2IH
G Main (1)
& 1.01-ART2E EV2
==& 1.0.2 - ARBITEF
& 1.02E - ARBITEF
- 1.50-ARTZIE V2 N
@ 1516
& 152E
& 153
@ 159
==& 1.8.0-ARTIGE
S 181
@189 Name M Ewt
e # Penang (2)
& 202-ART28EV2
- e Singapore [B)
& 2.0.1-ARB1EF VS

DELETE

Fig 3.1.5: AR721H/ AR727H / AR331HT / AR331HS / AR725H / AR721E.
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Controller Settings Group Box

Field Description

Door ID Door ID is derived from controller and reader node ID. Door
ID is used to uniquely address each door in the system.

Door Name Insert the door name.

Weigand Reader Connected Tick the check box if any Weigand Reader Connected.

Name Insert the name for Weigand reader.

Location Picture Tick and browse the picture that you want to add. This
picture will pop out during alarm event to show the location
of alarm event. Any contact information can be added into
the picture composition.
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Type 2: AR716E

== b Johor (3}
© 3.0.25 . ART2S EVZ —_——
e 0 Muala Lumpur (5) -
€ 5.01-ART21H
o Main (1)

1.0.1-ART2E EV2 Tl resder Settngs Rasdar ve Ralay output Of v Relay output Sohadulad relay autput
0.2 - ARBITEF

1.0.2E - ARBITEF

0-ARTZ1E V2 Flesse specty sl ARTIIM or AR7ITH connected to ART1S controller

S
—
-

o000

(
¢
005

== i Penang {2}

& 202-ARTZEEVZ
- Singapore [8]

& 8.01-ARBIIEF V5

EXPABL COLLAPLE EARCH

Fig 3.1.6: AR716E.

Online Reader Tab (Refer 3.1.7)
Specify how many readers are connected to each bus. Basically, AR716E has two RS485 bus each
supporting 8 readers per bus. AR716E also support two weigand port for auxiliary reader.

1. Reader 1-8 is the door number of the CH1 RS-485 readers.
(The CHI1 can only connect to on-line reader Node ID 1-8).

2. Reader 9-16 is the door number of the CH2 RS-485 readers.
(The CH2 can only connect to on-line reader Node ID 9-16).

3. Node ID of WG reader port 1 is fixed to no.17 on the 716E.
If enable anti-pass-back, Node ID 17 is fixed to be in door.

4. Node ID of WG reader port 2 is fixed to no.18 on the 716E.
If enable anti-pass-back, Node ID 18 is fixed to be out door.

Online reader | Settings | Reader vsRelay output | DIvsRelay output | Scheduled relay output »

Please specify all AR721H or AR727H connected to AR716 controller.
Channel 1 - Reader 1to 8

v 001 002 003 004 005 006 007 008
Channel 2 - Reader 9 to 16
v |009 010 011 012 013 014 015 016

Wiegand reader

anti-passback IN anti-passback OUT

D13 as alarm input DI4 as alarm input

Fig 3.1.7: AR716E (Online reader).
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Settings Tab (Refer 3.1.8)
This tab allows you to configure setting for AR716E general operation.

Online reader Settings Reader vs Relay output DI vs Relay output Scheduled relay output

Fig 3.1.8: AR716E (Settings).

Controller name - insert the controller name.
Check/ Tick the appropriate settings for General, Automation and Alarm notification settings.
Check/ Tick and specify the duress code and force on/off functions.

**Note:

User can assign up to 4 Force On/Off Codes for all the readers that connected to this controller.
These codes can be used to on/off the relays on the controller After card access successfully, input
4 Force On/Off Codes, Relay Number, and F1 to activate (F2 to deactivate) a specified 716EV2/Ei
Controller Relay.

User can assign up to 4 Duress Codes for all the readers that connected to this controller. Instead

of user Card Code, input Duress Codes on reader panel for access, computer will instruct to open
door, at the same time a message will be sent for help.

DI vs Relay Output Tab (Refer 3.1.9)
The controller has 4 DI inputs, it can be programmed to activate the K1 ~ K4 relays, EK1 to EK8 or

readers Door Relays. Specify the DI input, activation relay online reader, onboard output and
expanded relay output on AR716EIO for reader relay activation.

Orling resder | Settings Reader vs Relay output DI vs Relay output scheduled relay output

Fig 3.1.9: AR716E (DI vs Relay output).

If DI input set to the reader, once the DI input is activated, the reader Door Relays are activated
following Door Relay setting on the reader itself.
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If DI input set to Relays K1 ~ K4, once the DI input is activated, the Relays K1 ~ K4 are activated
according to the duration time setting (001 ~255 seconds) of this menu.

If DI input set to EK1 ~ EK8 Relays, once the DI input is activated, the relays on the AR716EIO are
activated according to the duration time setting (001 ~255 seconds).

If the time setting is 000, then the relay is in LATCH-ON/LATCH-OFF toggle mode, and the
situation will be changed until DI input being activated next time.

Reader vs Relay Output Tab (Refer 3.1.10)

This function allows you to select which reader to trigger which internal relay on AR716E. Instead of
using Reader Door Relay situated outside of the door, you can use Controller Relay to open the door
(from inside). Opening the lock from inside avoid tampering and therefore increase the safety of the
system. User can assign up to 12 relays on the AR716E controller to synchronize with the Door Relay
of each reader. Once triggered, the AR716E relay will follow the lock time delay set inside the
corresponding reader.

Online reader Settings Reader vs Relay output DI vs Relay output Scheduled relay output

Reader node ID 001 ~ | Outputrelay activated corresponding to reader

Fig 3.1.10: AR716E (Reader vs Relay output).
Select reader node ID and assign its corresponding relay K1 to K4 and EK1 to EKS.

Schedule Relay Output Tab (Refer 3.1.11)

This is an automation function in AR716E. K1 to K4 relay can be programmed to turn on at a specific
time for a specific duration on a weekly schedule (Monday to Sunday).

Settings | Reader vsRelay output | DIvsRelayoutput | Scheduled relay output | Parking space <

Qutput relay
Time juration (se K1 K2 K4 =]
1 12: 00 v [ o r
14:50 r v [ r
1 03 ERr- m w
00 0| 0| oo
00 0| 0| 0|0
‘‘‘‘‘ 001 r ' m r ]
00 O 0|0
0| 0| o | o
..... ) ololoclel IS

Fig 3.1.11: AR716E (Scheduled relay output).
Select “Weekday”.
Specify what time to trigger the relay. There are 12 designated programmable times scheduled.
Activate duration specify how long (in sec) the relay shall hold upon trigger. 000 means no activated
time. The activate duration ranges from 001 ~ 250 seconds.
Select which Relays K1 ~ K4 to trigger.
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Parking Space Output Tab (Refer 3.1.12)

The controller provides parking spaces with All Full or All Empty notification. Assign any one of the
20 controller relays for its All Full or All Empty indication respectively. Before use, you need to enter
initial total car spaces, total car inside parking lots. Anti-passback features must be activated for this
function to provide accurate car IN / OUT count. In the event of car park full or empty, assigned relay
will be triggered. You can connect any sounding or lightning device to the output relay for audio /
visual notification.

Reader vs Relay output DI vs Relay output Scheduled relay output Parking space output

Fig 3.1.12: AR716E (Parking space output).

Total Space - Specify the total parking space allocated or available.

Total Inside - Specify the total vehicle parked.

When parking full trigger relay - Specify which relay to be triggered when the parking space is full.
When parking empty trigger relay - Specify which relay to be triggered when the parking space is
empty.

Door Number Tab (Refer 3.1.13.1)

The door number is integrated with door group function. The number can be assigned are between 3
to 255 without duplicated with each other. Door number = 0 is assigned for not door is assigned. By
default, the door number is assigned automatically by system. For certain circumstance, the door
number can be edit manually with condition not duplicated with existing door number. If the new
number is duplicated with existing door number, the system will prompt for errors.

DI vs Relay output Scheduled relay output Parking space output Door Number Hardware I} <
alid D ber:3 to 255 D ate); 0 =No doar number assigne
hannel 1-Reader 1t
c ‘- 07 0
hannel 2 - Reader 9 to 16

Fig 3.1.13.1: AR716E (Door Number).
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Hardware 1/0 Monitoring Tab (Refer 3.1.13.2)

This function is integrated with I/O Monitoring to control the digital input (DI). On board already got
4 digital input (DI) and can be expanded with another 8 extra digital input (DI).

Scheduied refay output Farking space output Door ivumber Hardware /O monitoring Mainte <

On board digital input

Fig 3.1.13.2: AR716E (Hardware 1/0 Monitoring).
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Type 3: ARSSIEF / ARS37EF
Door ID Tab (Refer 3.1.24)

ME-ACS v 6.2 User Manual

Specify the door id, door name, weigand connected and its details. Specify the JPG picture to be

shown when alarm is triggered on this door.

Door ID Parameter Settings LCD screen text Free Zone Alarm Schedule Maintenance

Door ID 3.0.1
Door Name Time Attendance
Door Number q 5

Wiegand Reader Connected
Name
Door Number

Total enrolled o

fingerprint Location Picture

Fig 3.1.24a: ARS37EF v5 (Door ID).

For master/slave: (For fingerprint reader in series v5 only)

Specify the master and slave reader, activate the feature by enable the Link to master (master reader

node id).
@
WRITE TO HV
Door ID Parameter Settings LCD screen text Free Zone Alarm Schedule Maintenance
Joor ID 3.0.3E
Door Name Door Qut
Door Number
( Slave Reader )
Fig 3.1.24b: Slave reader.
WRITE TO HW
Door ID Parameter Settings Free Zone Alarm Schedule Maintenance

Joor ID 3.03
Door Name Main Entrance

Door Number 6

( Master Reader)

Fig 3.1.24c: Master reader.
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The master reader also can be searched by click on search icon (highlight in red box) to show the
available fingerprint readers.

Y
@

Fig 3.1.24d: Search for fingerprint readers.

Parameter Tab (Refer 3.1.25)
Specify the new node ID, master code, arming code, door open duration, alarm output duration, wait
delay, arm delay, alarm delay, key lock maximum error and duress code.
Choose the external reader format and pin number input method.

Parameter Settings Free Jone Alarm Scheduls Maintenance

Fig 3.1.25: AR837EF v5 (Parameter).

Settings Tab (Refer 3.1.26)
Specify the settings for the controller reader and wiegand reader.
The settings are Master Node, Enable Push button, Enable antipassback and Enable Auto Relock,
Share Door Relay, Is Entry Door, Enable Free Zone, Free Zone Open Imm. and specify which
controller reader or wiegand reader is connected.
And also set the other settings such as enable alarm, auto disarm, close stop alarm after door closed,
activate alarm on expired user, enable open alarm output to door and specify beep sound overflow
warning limitations.

Door ID Parameter Settings Free Zone Alarm Schedule Maintenance

Master range

Main WGA Main WGA

Enable push button

Enableanti-passhack

Close stop alarm

Free RF check at finger access

Lock keyboard

Fig 3.1.26: AR837EF v5 (Settings).
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LCD Screen Text Tab (Refer 3.1.27)

Options to display the date under DDMM format and to be in English menu.
Able to assign the idle message on the screen.

Door ID | Parameter | Settings = LCDsoesntext | FreeZone | Alarm Schedule | Maintenance

v | Date format (DDMM)

+ | English menu

Fig 3.1.27: AR837EF v5 (LCD screen text).

Free Zone Tab (Refer 3.1.28)
Choose/Specify the day, Begin/End time for auto open zone schedule.

Door ID Parameter Settings Free Zone Alarm Schedule Maintenance
Auto open zone
Sun |(Mon Tue Wed Thu Fri sast  Hol ain | WGAS
F|loO|F | oO|F|O|E|O ¥
2 | [ W B ¥ r ] [ v I v
EN r v [ 2 - 2 J ¥ I~
4 [ v ] v r v r v [ v
5 ¥ r v [ 2 r 2 | v r
6 I v L] v r v I v r v
7 ¥ - v [ 2 I 2 W W I~
[ W I W r v r v [ v
ER r v [ 2 r 2 | & 2 - 5]
< |

Fig 3.1.28: ARB37EF v5 (Free Zone).

Alarm Schedule Tab (Refer 3.1.29)
Choose/Specify the day, time, activation duration for the alarm trigger as per preset schedule.

Door ID Parameter Settings Free Zone Alarm Schedule Maintenance
Time table
Sun Mon Tue Wed Thu Fr Sat Ho Begin Sec. 2
oD |o|o|lo|o|lo|o| o) o
20 |0l o|olo o | oo =w
l_ I | r r m - O
4| O [ [ r r |m | I
5| 0O O o r r O [ O
A = = =D =i s N = R =0 =
70 |olo|lolololo| o] oow
el D |0 |lo|o|o|lo|o| o] e
s | D oo |o|o|o|o|o | oo
o C | 0|0 |0|o0|o|o | o[ o E|

Fig 3.1.29: ARB37EF v5 (Alarm Schedule).
Maintenance (Refer 3.1.30)

This section provides the tools to clean the data inside the reader, there are DELETE ALL CARD,
EMPTY TRANSACTION and DELETE ALL FP.

Fig 3.1.30: AR837EF v5 (Maintenance).
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Typed: ARS3TE / ART25E v2

Door ID Tab (Refer 3.1.31)
Specify the door id, door name, weigand connected and its details. Specify the JPG picture to be

shown when alarm is triggered on this door.

Door ID Parameter Settings Free Zone Alarm Schedule Maintenance

o

Fig 3.1.31: AR837E / AR725E v2 (Door ID).

Parameter Tab (Refer 3.1.32)
Specify the new node ID, master code, arming code, door open duration, alarm output duration, wait
delay, arm delay, alarm delay, key lock maximum error and duress code.
Choose the external reader format and pin number input method.

Fig 3.1.32: ARB37E / AR725E v2 (Parameter).

Settings Tab (Refer 3.1.33)
Specify the settings for the controller reader and wiegand reader.
The settings are Master Node, Enable Push button, Enable antipassback and Enable Auto Relock,
Share Door Relay, Is Entry Door, Enable Free Zone, Free Zone Open Imm. and specify which
controller reader or wiegand reader is connected.
And also set the other settings such as enable alarm, auto disarm, close stop alarm after door closed,
activate alarm on expired user, enable open alarm output to door and specify beep sound overflow
warning limitations.

Door ID Parameter Settings Free Zone Alarm Schedule Maintenance

Fig 3.1.33: AR837E / AR725E v2 (Settings).
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LCD Screen Text Tab (Refer 3.1.34)

Options to display the date under DDMM format and to be in English menu.
Able to assign the idle message on the screen.

Door ID Parameter Settings LCD saeen text Free Zone Alarm Schedule Maintenance

v | Date format (DDMM)

| English menu

Fig 3.1.34: AR837E (LCD screen text).

Free Zone Tab (Refer 3.1.35)
Choose/Specify the day, Begin/End time for auto open zone schedule.

Door ID Parameter Settings Free Zone Alarm Schedule Maintenance

Auto open zone

Sun Mon  Tue Wed Thu Fri Sat Hol ain  WGA
1 r v r 2 r v | & 2 -
2 | T v [ v O & n v I v
3 ¥ r v [ 2 r v iJ W r
4 v I v r v r v [ I
5 ¥ r v [ 2 r 2 | I -
s I W [J v r v I v r v
7 v r v [ 2 I v K 2 I~
I 2 r 2 I v r v I v
3 W r v [ 2 r 12 o v r 5]
| |

Fig 3.1.35: ARB37E / AR725E v2 (Free Zone).

Alarm Schedule Tab (Refer 3.1.36)
Choose/Specify the day, time, activation duration for the alarm trigger as per preset schedule.

Door ID Parameter Settings Free Zone Alarm Schedule Maintenance
Time table
Sun Mon Tue Wed Thu Fri Sat Hol Begin Sec =
oo | |o|o|o|o| o o
2| [ r | C r Ll r r 0
3 I C [ r r [ [ [ 00:01
4 | C [ I r | [ [ 0
5| [0 | & [ O r [ [ O )
6 [ rC [ r r r [] I U
7 I C O I - O [ [ oo:0¢
s |0 |0 ol ool oo o] e
9 [ r 3 r r 3 - [ 00:01
v I~ r ] r - Ll [ I~ 00:00 LI

Fig 3.1.36: ARB37E / AR725E v2 (Alarm Schedule).

Maintenance (Refer 3.1.37)
This section provides the tools to clean the data inside the reader, there are DELETE ALL CARD and

EMPTY TRANSACTION.
Door ID | Parameter | Settings | Free Zome | Alarm Schedue | Maintenance
READ FROM HW
DELETE ALL CARD
EMPTY TRANSACTION

Fig 3.1.37: AR837EF v5/ AR725E v2 (Maintenance).
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Type 5: AR721E v2

Door ID Tab (Refer 3.1.38)
Specify the door id, door name, weigand connected and its details. Specify the JPG picture to be

shown when alarm is triggered on this door.

Door ID Online reader Parameter Settings Door Number Maintenance

Fig 3.1.38: AR721E v2 (Door ID).

Online Reader Tab (Refer 3.1.39)
Specify how many readers are connected to each bus. Basically, AR721E v2 has two RS485 bus and
two weigand port for auxiliary reader.

1. Reader 3-8 is the door number of the CH1 RS-485 readers.
(The CH1 can only connect to on-line reader Node ID 3-8).

2. Reader 9-16 is the door number of the CH2 RS-485 readers.
(The CH2 can only connect to on-line reader Node ID 9-16).

3. Node ID of WG 1 is fixed to node id 01 and WG 2 is fixed to node id 02.

4. Reader with node id is 3 or 9 only able communicated with build-in relay K1~K3.

Door ID Online reade: Parameter Settings Door Number Maintenance

Channel 1 - Reader 3to 8

Fig 3.1.39: AR721E v2 (Online reader).

Parameter Tab (Refer 3.1.40)
Specify the new node ID, master code, arming code, door open duration, alarm output duration, wait
delay, arm delay, alarm delay, key lock maximum error and duress code.
Choose the external reader format and pin number input method.

Door ID Online reader Parameter Settings Door Number

DI1unlock all doors

Fig 3.1.40: AR721E v2 (Parameter).
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Settings Tab (Refer 3.1.41)

Specify the settings for the controller reader and wiegand reader.

The settings are Master Node, Enable Push button, Enable antipassback and Enable Auto Relock,

Share Door Relay, Is Entry Door, Enable Free Zone, Free Zone Open Imm. and specify which

controller reader or wiegand reader is connected.

And also set the other settings such as enable alarm, auto disarm, close stop alarm after door closed,

activate alarm on expired user, enable open alarm output to door and specify beep sound overflow

warning limitations.

Door ID Online reader Parameter Settings Door Number

Fig 3.1.41: AR721E v2 (Settings).
Door Number Tab (Refer 3.1.42)

The door number is integrated with door group function. The number can be assigned are
between 3 to 255 without duplicated with each other. Door number = 0 is assigned for not
door is assigned. By default, the door number is assigned automatically by system. For
certain circumstance, the door number can be edit manually with condition not duplicated
with existing door number. If the new number is duplicated with existing door number, the
system will prompt for errors.

Fig 3.1.42: AR721E v2 (Door Number).

Maintenance (Refer 3.1.43)
This section provides the tools to clean the data inside the reader, there are DELETE ALL
CARD and
EMPTY TRANSACTION.

Fig 3.1.43: AR721E v2 (Maintenance).
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3.2 Preferences

Provides options for the operator to change the appearance or actions in SACS system or in the
hardware.

Setup Company Name
Enter the Company namel, Company name2, Address, Telephone number, Fax number
and email address.
Click on the SAVE button to save the details or CANCEL button to ignore the changes.

Company Name Display Alarm COM/TCPIP InfCut Monitoring

Fig 3.2.1: The company information.

Setup Display
Select the time display 24 hours or AM/PM time display from the radio box.
Select the date format options from the dropdown box.
View the sample display and date format from the sample group box below.
Enable/disable “Show ABA card format in user profile” to activate this feature.
Click on the SAVE button to save the details or CANCEL button to ignore the details.

Fig 3.2.2: The time and date display format.

Setup Alarm
Insert the SMTP server name, port, account name and password from the SMTP group box. This
allows alarm notification to be emailed out.
Click the first checkbox to enable email sending when alarm notification.
Click the second checkbox to enable pop up JPG file of door location. The JPG file for each door is
specified in Hardware Manager.
Click the third checkbox to enable alarm continuously until all alarm events have been acknowledged.
Click the fourth checkbox to enable alarm sound with a defined period of time (sec) for each alarm
event.
Click the firth checkbox to enable send email upon alarm trigger and specified maximum of 5 email
addresses.

Click on the SAVE button to save the details or CANCEL button to ignore the details. 49
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PREFERENCES x
Compeany Name Display Blarm COM/TCFIP InjfOust Monitoning
SMTR
SMTP Server smip.megetegra. com.my Port 7 SS51 Required
Account magacs Emage tegra. com.my Password =~ | ==
Emeil Address | adminBmagetegra.com.my (Emsail 1)
aupport@magetegra. com.my (Email 2)

+ Sand emal upen alarm tmgger
¥ Enable pop up PG fic of door lecalion

Enable Alom & Enable alarm eontinouely until acdknas

€ Enable alarm sound with a defined p: [}

Send emal when Main databace reached aritical level

Send emad when Picture database reached onibcal level

Fig 3.2.3: The alarm triggers settings.

Setup COM/TCPIP
Polling speed means what is the time interval to wait before new command is sent out. Time out
means how long the software should wait before the reader reply. COM port and TCPIP port can be
programmed to have different polling speed and different timed out to suits the network bandwidth.
Enter the TCPIP timeout and polling speed in the TCPIP group box. Enter the polling speed for
Current Event Log, In/Out Monitoring, Single Profile Monitoring and Triple Profile Monitoring.
Enter the COM timeout and polling speed in the COM group box.
Enter the TCPIP timeout and polling speed in the TCPIP group box.
Click on the SAVE button to save the details or CANCEL to ignore the details.

Company Name Display Alarm COM/TCPIP In/Out Monitoring
—COM
Timeout 5000
Polling Speed 1000
TCPIP
Timeout 5000
Polling Speed 1000

Fig 3.2.5: The polling speed for COM or TCPIP settings.

Setup In/Out Monitoring
Specify which doors to be included for In/Out monitoring function.
Choose the Door that will be assigned for in/out monitoring by selecting it from the dropdown menu
Click on the SAVE button to save the details or CANCEL button to ignore the details

Display Alarm COM/TCPIP In/Out Monitoring User Profile Monitoring

Door

B 1.0.1 - Main Door, DVR: DVR 1, Camera 1

Fig 3.2.6: The In / Out controllers or readers monitoring.
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Setup User Profile Monitoring
Specify which doors to be included for User Profile Monitoring function. Make sure the selected
door(s) is not duplicated.
Choose the Door that will be assign for User Profile Monitoring by selecting it from the dropdown
menu.
Click on the SAVE button to save the details or CANCEL button to ignore the details.

PREFERENCES *

Al COM/TCPTP In/Out Monitoring User Profile Moniloning EventLog Refr <

Door

R

Fig 3.2.7: The User Profile Monitoring.

Event Log Refresh
Event log refresh will be used to identify the speed of current event Log, in/out monitoring, single
profile monitoring and triple profile monitoring during event log update and to set maximum rows of
event are displayed.
Enter the time (in milliseconds) for current event Log, in/out monitoring, single profile monitoring
and triple profile monitoring.
Enter the maximum rows will be displayed.
Click on the SAVE button to save the details or CANCEL button to ignore the details.

COM/TCPIP In/Out Monitoring User Profile Monitoring EventLog Refresh Database

ms Fetch last 100 events after refresh

Triple Profile Monitoring 150

Fig 3.2.8: The Event Log Refresh setting.

Database
Database will be used to identify the notification of database capacity. The alert will prompt when the
size of database is reach critical condition (default is 90%). The real condition about database capacity
status can be checked under database management (Housekeeping - Database management >
Purge). The picture(s) can be store in another database by enable Store picture in separate database.

In/Out Morstaring User Frafle Monitarng Event Log Aefresh Database FrgerpentEnn

in seperate database

Fig 3.2.9: The Database setting.
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Fingerprint Enroll used to setting automatically which reader that could capture thump print through software.
That function will help user that install with a few reader we advice to setting at preferences as a
default reader for enroll fingerprint. After user already set default reader, they no need to select during during

enroll fingerprint.

User Profile Monitoring

Default reader for fingerprint enroliment

Fig 3.2.10: Fingerprint Enroll setting

Face server

Event Log Refresh

Database Fingerprint Enroll

3.0.1 - Time Attendance

1.0.1 - Main Door
1.0.4 - Tester

2.0.4 - Main Door

3.0.1 - Time Attendance

3.0.3 - Main Entrance

3.0.3E - Main Exit

Face server used to setting the server IP address for the Face Recognition where the device will post the event to software.
This function is to help user that can update the server IP address to single or multiple Face Recognition when there is a IP
changes on the Server or Computer.

Event Log Refresh

Database

Fingerprint Enroll
Server IP 192,168.3.11
Server Port 81

V' Server Request

DOWNLOAD
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3.3 CCTV

This function allows you set up the DVR/IP-cam and assign camera to door for picture capture function.
There are 3 model of IP-cam that can be supported by ME-ACS software. The following model are
CM55002, CM45002 and CM44006

3.3.1 DVR /IP Cam Settin%

S e

Fig 3.3.1: The DVR / IP Cam settings.

Confirmation
o Are you sure?

No

Fig 3.3.2: Confirmation.

Adding DVR/IP Cam

1)  Click on the ADD button.
2)  The column do not need to be assigned because it is automated..
3)  Select the Type column, choose between AVR or [P camera
4)  Enter the name, IP address, port, user name, password and channel num.
5)  Select the channel type (Main Stream or Sub Stream).
-Main Stream (High Quality, High Bandwidth Speed Usage)
-Sub Stream (Low Quality, Low Bandwidth Speed Usage)
7)  Tick the Enable to enable picture capture function.
8)  Fill in the No. Of Picture column for picture limitation. Excseeding this limitation, older pictures will be
replaced.
9)  Tick the Speaker and/or Microphone if in use. (For IP Cam only)
10) Click on Browse for FTP Directory (For IP Cam only)
10)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 3.3.2)

Editing DVR / IP Cam

1)  Select the DVR/IP Cam that you want to edit from the left panel list by clicking on it.

2)  Once Selected, click on the Edit button.

3)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 3.3.2)
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Delete DVR / IP Cam
1)  Select the DVR/IP Cam that you want to delete from the left panel list by clicking on it.
2)  Once Selected, click on the Delete button.
3)  Click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 3.3.2)

Cancel DVR /IP Cam

1)

Click on the Cancel button to reject any entries while Adding or Editing before.

3.2.2 Camera Location Setting
This function allow operator to assign each camera (or sensor) to its corresponding door.

For MVR type:

Fig 3.3.3a: The MVR door and camera matching selection.

For AVR t¥ge:

1 e 1A

Mo Door Camer Sengor
- R T T

Fig 3.3.3b: The AVR door and camera matching selection. (For version 4.91 and above)

Editing DVR Camera Location

1)  Select the DVR that you want to edit from the left panel list by clicking on it.

2)  Once Selected, click on the Edit button.

3)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes.  (Refer Fig 3.3.3)

Delete DVR Camera Location

1)  Select the DVR that you want to delete from the left panel list by clicking on it.

2)  Once Selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 3.3.3)
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Cancel DVR / IP Cam Camera Location
1) Click on the Cancel button to reject any entries while Adding or Editing

before.

**Attention:

ME-ACS v 6.2 User Manual

(Before access the DVR / IP Cam by the PC through the internet explorer, please set the DVR /IP
Cam on the IP Address, Port, Gateway and HTTP Port. Then, only continue the settings below
and it is compulsory to make the connection between the ME-ACS and DVR / IP Cam image
capture function under access control system).

For IP Camera configuration type:

W] Live View

B8 Playback [ Photo

Common

Network

¥ Network

DNS

Port

DDNS

P2P

802.1x

Network
Obtain IP Address [ static v|
IP Address [192.168.100.219 |
Subnet Mask [255.255.255.0 |
Default Gateway [192.168.100.1 |
IPv6
IPv6 Mode [Manual v|
TPv6 Address [ |
Prefix Length 64 |
Default Gateway [ |

Fig 3.3.4: The basic network configuration information of IP Camera.

B Live View

B Playback

&) Phota

Commaon
Neiwork
Video & Audio
Tmage
Intelligent
Evenis
* Comman Alarm
Htorage
Security

System

Motion Detection

Tampering Alarm

Audio Detection

Alarm Input = Alarm Output

Plan

<
Fig 3.3.5: The IP Cam alarm input Rules setting.

[ Live View

B Playback ]

Photo

Select Alarm INarm Input 1 |
Rule Scttings Trigar Actions
Alarm Name |l |
Alzm D 1
Albarm Type [NO ~l
[ Alarm toput ®on Oofr |

Common
Network
Video & Audio
Image
Intelligent

Events

» Common Alarm

Storage
Security

System

Motion Detection

Select Alarm

Tampering Alarm

Alarm Input 1 bt

Audio Detection

Alarm Tnput

Alarm Output

Fig 3.3.6: The IP Cam alarm input Rules setting.

| Rule Seftings | | Trigger Actions | | Plan
| Conventional Alarm Output | Storage
[JUpload to FTP Oa-1 ["]Recording Edge Storage
[ Send E-mail []1mage Edge Storage
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Common Genera I Smart

Netwark

Video & Audio [s«m ] 192 1680150 | I Upload Images

Fon No. 21 Crverwriie Sweage

[Usereame I | Overnrite At{image) 1000

Intelligent

Events

Snapshot Image

Save Tol [P Address] [Diate]
Root Darectory

Stofage

[IPAddress  ~| ¥ [Date ~| Disable v Disatde >
Security File Wame| Tene-Howsfm] g
Soparsscn -

System
¥o Naming Element

] Tirne-Hourtdin B

Nong

Fig 3.3.7: The IP Cam FTP configuration..

a)  Go to Network tab, click on Network and change the IP Address. (refer Fig 3.3.4)

b)  Go to Events tab, click on Common Alarm. Go to Alarm Input tab to change Alarm type and

Alarm Input.(refer Fig 3.3.5)

¢) Goto Trigger Actions Tab and tick the Upload to FTP, Recording Edge Storage and Image

Edge Storage(refer Fig 3.3.6)

d)  Go to Storage, click FTP and enter the Server IP, local PC username and Passwords, tick
Upload Images, select the directories and file names format and click Save.(refer Fig 3.3.7)

For AVR type:
Function Panel » TCP/IPvd

IP Address Settings
Ethernet Fort 1

[]Obtain an IP address automatically

IP Address 192 168.1.127
Subnet Mask 255 255 2550
Gateway 192.168.1.1

Obtain DMN5 automatical ly
Preferred DMS 0.0.0.0

Alternate DMNS 0.0.0.0

PPPoE Settings
] Enable

Username

Modify Password

Fig 3.3.7: The basic network configuration information of DVR.
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a)  Select Function Panel - Network, change the network correctly.
b)  Select Function Panel - Alarm > Sensor Alarm, on enable and tick for sensor,
snapshot and alarm out.

Function Panel » Sensor Alarm
Name Type = Enable =  Record =+ Smapshot - Alarmout -+ PresctName  Bumer + PopupVideo v Pop-upMessageBox -
Sensor] Mo M [N v E[ Configue | | Configure | ] Configure | O Confiqure | [OFF ] [Comeral v [oFF v
Sensor2 on ¥ conigur | U Configure | ¥ Gonfigure | O oo [OFF V] [ceme2z V] [OFF M
Sensord Mo M on v  H[ Configure | M Configure | M| Configure | Of Confiur= | [oFF V] [Camer3 ] [OFF M
Sensord o [V [on [v] O Configue | | Comfigure | B[ Gomfigure | O Coviw= | [OFF V] [Comert |V [OFF ™

Fig 3.3.8: The DVR alarm input schedule setting.

c)  Click on Apply button to apply all the changes of DVR.

3.4 Anti-Passback Map

This function list out the user's current in and out anti-passback status inside the controller. This
function is only available for AR829E, AR837EF and AR716E.

By filtering the user, the entire door allowed to access for this user will be listed out along with its
anti-pass back status. It will indicate whether user is currently outside or still inside the building.

SELECT HARDWARE x

Site ID Node ID Model Name
L 8 AR7I6E Podium Block
7 2 AR716E Block A

Fig 3.4.1: The selection hardware or controller for anti-passback function.
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3.5 Control Panel

Control Panel is simplified interactive menu access in graphical and in functionality order flow.
Software routine task from settings to monitoring has been summarized into an intuitive logical flow.
This greatly reduces learning time and help to have ME-ACS up and running with minimal effort.
New operator can follow this flow chart and easily learn ME-ACS with minima guidance from fellow
operator. This ensures continuity of SACS as operator resigned and new operator joined the
organization.

@M GEtegra

Fig 3.5.1: The overall processes of system can be checked through the system Control Panel.

Easy to navigate the system according to the flow that appear on the control panel. The
corresponding function menu will pop up after clicking on icons in control panel.
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3.6 Download

All the settings saved in the ME-ACS will not be activated if they are not downloaded into hardware
controller(s). Any new users, deletion of users, changes of time zone must be downloaded into
hardware via Download function for the new changes to take effect. Download function transfers
settings from ME-ACS to hardware controller(s). You can easily select which settings (left side) to be
downloaded to which controller (right side).

frogresslog | Smars

11/09/2019 10:52: Stort dowrloading dodk ... -~
11/09/2010 10:52: Downlnad complated.
4/02/20:0 10:52: End downlsadng.
814092019 10:52; Stort dowrlooding o users ...
19019 10:53: Downlosd completed
11/09/2019 10:53: End dovnloading.

7.2.0. ARTI6E
U019 10:52: Start downloading dodk ...
1092019 10:52: Download completed.
1L/ 019 10:52: End downlnading.
11092019 U 1 Etort dewrloading ol users
1L/032019 10:55: Duwwrooud wosmpclod.

T/US/2019 10:53: End downioadng.
7.0.3 AEITEF o

Fig 3.6.1: The process of download updating information to the controllers.

ME-ACS only support specific version of SOYAL controller. If ME-ACS detect incompatible or
non-genuine SOYAL controller, Download menu will prompt error notification. If this happens,
please contact your re-seller to confirm hardware version. Connect back genuine / correct hardware
version will resume download function.
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3.7 Operator Management

Multiple operators from anywhere in the network can manage hardware, setting, monitoring and
reporting of multiple remote sites (branches) in any location. Each operator can be assigned login with
limited function access. All operation performed by operator in entire network is recorded in audit trail
for review. This powerful networking architecture allows multiple security personnel to work together
easily and keep a closer eye on organization’s security protection while maintaining scalability to
easily add more hardware or operator in coming future.

Operator Management is used to manage the ME-ACS operators login account functionality. Each
operator is allowed to have their own color skin and background pictures for more personalized look
and feel. Sample background picture is included in installer CD under Driver & Tools / background
picture. Function Access authority is assigned to limit the functions allowed for each operator.
Operator login to Server PC from any Client PC will also follow the login ID, password and function
authority as assigned in Server PC’s Operator Management.

Fig 3.7.1: Operator Management.

o Are you sure’?
t Na

Fig 3.7.2: Confirmation.

Adding Operator
1)  Click on the ADD button.
2)  The operator numbers no need to be assign since it is automated.

3)  Enter the name, designation, login id, password of the branch.

4)  Select the function authority, skin, control panel, branch and language from the dropdown menu.

5)  Click on the BROWSE button and browse for preferred control panel background image.

6)  Click on the Save button and it will prompt for confirmation.

7)  Click on Yes button to save the changes or No button to reject the changes. (Refer 3.7.2)
Editing Operator

1)  Select the operator number that you want to edit from the left panel list by clicking on it.

2)  Once selected, click on Edit button.

3)  After editing the necessary fields, click on Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer 3.7.2)
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Deleting Operator

1)  Select the operator number that you want to delete from the left panel list by clicking on it.
2)  Once selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer 3.7.2)

Cancel Operator Management

1) Click on the Cancel button to reject any entries while Adding or Editing before
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3.8 Function Access Authority

SACS is a multi-function multi-user application that can be simultaneous used by operator of different
role — HR Administrator, Security Guard, Building Manager, Security Supervisor, IT Manager and etc.
It is important to define proper privilege rights of each operator to perform their job with minimum
interference to other operators. Defined Function Authority is assigned to an operator to limit its

access to function is SACS. This allows proper control of what each operator can do to ensure

integrity of entire system. For example, security guard might be limited view IN/OUT monitoring
function only. HR clerk might be limited to only use time attendance function and not allowed to use
hardware manager. IT manager might not be allowed to access time attendance function. Security
Manager might be allowed to only use alarm monitoring and reporting function.

Modules ADD EDLT DELETE VIEW

System Configuration :“
Preferences f < < s
o

DVR Setup

Fig 3.8.1: Function Access Authority.

o Are you sure?

No

Fig 3.8.2: Confirmation.

Adding Function Access Authority

1)
2)
3)

4)
5)

Click on ADD button.

Enter the new Function Authority title.

Click on the checkbox as per the access that you want want to assign for the function access
authority group. To grant access to the whole module just click on the module title. Access
also can be granted for print or a view a particular report.

Click on Save button and it will prompt for confirmation.

Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 3.8.2)

Edit Function Access Authority

)
2)
3)
4)

Select the Function Authority that you want to edit from the dropdown menu.

Once selected, click on the Edit button.

After editing the necessary fields, click on the Save button. It will prompt for confirmation.
Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 3.8.2)
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Delete Function Access Authority

1)  Select the Function Authority that you want to delete from the dropdown menu.

2)  Once selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 3.8.2)

Cancel Function Access Authority
1)  Click on the Cancel button to reject any entries while Adding or Editing before.
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3.9 Branch

This is to add branch to be used for card user profiling.

N Description

1 Penang Branch No | |

Kuantan Code

1

2

3 Johor Bharu Description
4

Ipoch

[ ) e g s ) gee ) S

Fig 3.9.1: To add or delete the departments for card user .

o Are you sure?

Fig 3.9.2: Confirmation.

Adding Branch

1)  Click on the ADD button.

2)  The number no need to be assign since it is automated.

3)  Enter the description of the branch

4)  Click on the Save button and it will prompt for confirmation.

5)  Click on Yes button to save the changes or No button to reject the changes. (Refer 3.10.2)

Editing Branch

1)  Select the branch that you want to edit from the left panel list by clicking on it.

2)  Once selected, click on the Edit button.

3)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No button to reject the changes.  (Refer 3.10.2)

Delete Branch

1)  Select the branch that you want to delete from the left panel list by clicking on it.

2)  Once selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer 3.10.2)

Cancel Branch
1)  Click on the Cancel button to reject any entries while Adding or Editing before
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3.10 Department

This is to add departments to be used for card user profiling.

N Description

1 Rescarch & Development Description

2 | Traffic Control
3 Security Dept
4  HRDept

5 Finandial Dept

T TR TN (TN

Fig 3.10.1: To add or delete the departments for card user profiling.

Confirmation

o Are you sure?

ho

Fig 3.10.2: Confirmation.

Adding Department

1)  Click on the ADD button.

2)  The number no need to be assign since it is automated.

3)  Enter the description of the department

4)  Click on the Save button and it will prompt for confirmation.

5)  Click on Yes button to save the changes or No button to reject the changes. (Refer 3.10.2)

Editing Department

1)  Select the department that you want to edit from the left panel list by clicking on it.

2)  Once selected, click on the Edit button.

3)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No button to reject the changes.  (Refer 3.10.2)

Delete Department

1)  Select the department that you want to delete from the left panel list by clicking on it.

2)  Once selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer 3.10.2)

Cancel Department
1)  Click on the Cancel button to reject any entries while Adding or Editing before.
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3.11 Designation

This is to add designations to be used for card user profiling.

DESIGNATION x

M. Description
0 None Designation Num | |
1 Reszarcher Description
2|
3 Security Guard
4 General Worker
5 Manager
6 General Clerk
7 Sr.Exec
8 Supervisor
9 Asst. Manager
10 Head Seaurity
11 . Exec
[_or J oace s J owa |
Fig 3.11.1: To create the job designation for card user profiling.
o Are you sure?
Mo
Fig 3.11.2: Confirmation.
Adding Designation

1)  Click on the ADD button.

2)  The number no need to be assign since it is automated.

3)  Enter the description of the designation

4)  Click on the Save button and it will prompt for confirmation.

5)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 3.11.2)

Editing Designation
1)  Select the designation that you want to edit from the left panel list by clicking on it.
2)  Once selected, click on the Edit button.
3)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No button to reject the changes.  (Refer Fig
3.11.2)

Delete Designation

1)  Select the designation that you want to delete from the left panel list by clicking on it.

2)  Once selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 3.11.2)

Cancel Designation
1)  Click on the Cancel button to reject any entries while Adding or Editing before.
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4) User Management

ME-ACS’s user oriented access permission allows you to specify Who (card number) can access Where (door
group) at What Time (time zone) using What Method (card and/or pin, fingerprint). Multiple cards with
different access permission can be assigned to each user profile. One card could be used for parking and
another card for door access. Card number can be auto-captured for super fast bulk enrollment. Advanced
access permission give you the ultimate control to ensure that only authorized user can enter their authorized
door(s).

The user management module is responsible for managing the card user settings profile. The module
functionality is described as follows:

4.1 User List

All users will be listed out in tabular form here. Right click on the top row to select which field
to hide or show. Each column field can be drag and drop to change its arrangement at top row.
Every operator can choose which field to show and how each field is arranged. Field width and
arrangements will remain the same every time the same operator login to the system. Click on
the field for alpha numerical sort up and down. Pressing letter “L” on a field column will scroll
to transaction that starts with “L”.

The fields that will be displayed in the user list tab are User ID, User Num, Name, Card num,
Department, Designation, Branch, Shift, shift group, access mode, time zone, floor group, door
group, pin change, anti- passback, holiday, skip FP, car id, legal id, address, telephone, mobile,
email, gender, birth date, start date, special remark, guard patrol, expiry ending date, expiry
starting date, alias, user level and advance.

ME-ALS Maglhent - (8] x

System Configuration UserManagement  Access Control  Time Attendance Monitoring Reporting Housekeeping Help  About

Access Control

@M AGEtegra

Site Code: Card Code Access Mode Car Mook Door Group
65000 1 Fingerprint 013-514871

65000 2 Fingerprint

Fingerprint

55000 5 Fingerprint

Sales and Marketing -

FILTER RESET W carp ooy DOWMLOAD ADD EDIT DELETE

Fig 4.1.1: The User list profiles.

67



ME-ACS v 6.2 User Manual

- | ESLOENEls (EMOYE

1354 ENERATE

S— e

428 card mam | DO29BITIE4
dccess | Opsoral | Fingerpent | Faos | Detwl | Atiendance

Ay modd # Standard
Cardd only l &' Time Zore ™
Ao P Change Time Group =
Ensbie Fingerami
J Enebie Fair Reogumn
Arvt-passhack enable Dioor s Time Zone

RESET SOFT ANTI-PASSEACK

_ Floor group =

Lift door vs floor

Fig 4.1.2: User profile.

If this face photo will be enrolled into the MAG face recognition reader, it is important to ensure
your face is positioned as big as possible at the center of the box. Please ensure even lighting to see
the face clearly without any strong backlight. A proper face picture will ensure accurate and fast
face recognition for the reader. A small, dark and blurry face picture will cause a lot of recognition
problems for the reader.

Fig 4.1.3: Take Picture.

Note: The DOWNLOAD button inside the User Profile is download individual setting into reader. For those
already be deleted and need to do All User download to clear the deleted user.
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Field name Description

User ID User ID is typically used as Employee ID in an organization.
User ID is unique in entire organization and only represents
specific single user profile in the system. User ID is used as
main reference in reporting therefore it is important to assign
User ID correctly from the beginning.

Branch Branch indicate the user belong to which branch.

HW User num HW user number is the memory location where the card and

access permission is actually stored in hardware. This number
is assigned automatically by system by clicking auto generate.
System will automatically find the next available empty slots.
Each user profile is allowed to have more than one HW user
num therefore enabling the possibility to have multiple cards
with difference access permission under a same user profile.
Click on remove will delete the HW User number. Once
assigned HW User num, card number field cannot be empty.

Card number

This is typically the number printed on the proximity card or
mifare card.

Format WG26: 123,12345

Format WG34: 12345,12345

Format ABA: 1234512345

Pin num

This is the pin code number for “card & pin” and “card or pin”
access mode.

USER PROFILE SEARCH FILTER x
& Range

Use * for wildcard search

Fig 4.1.4: The indicated user profile will be show out by regarding the selected item during filter process.

User List X
o Press "Yes' for Complete delete or 'No' for Resign.

No Cancel

Fig 4.1.5: “No for Complete delete” is removes all record for the deleted user. “Yes for Resign” is the

deleted user profile data can be retained and remark as resign.
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DELETE USER FROM HARDWARE %

Controller

Siie D | Node Model Mame

7 ‘ 1 AR725EV2 Main Door Entrance
7 2 AR716E Block A v
7 3 ARB37EF Time Attendance v

=

Fig 4.1.6: The process to download the updating information to selected controllers / readers.

Adding User
1)  Click on the ADD button.
2) A empty User Profile window will popup
3)  User ID will be automatically assigned. But you also can assign the User ID number manually.
4)  Insert the name of the user.
5)  Select the Designation, Department and Branch from the dropdown.
6) The HW user num able to be auto generated or removed by the operator.
7) It is compulsory to insert card num after a HW user number is assigned to this user profile.
8)  After saving this new profile, click on the Download button. Select target controller and

download this new user profile to activate this new user on the controller (Refer Fig 4.1.6).

Enroll Face

1)  Click on the Camera button. (Refer Fig 4.1.2)
2) A Take Picture window will popup(Refer Fig 4.1.3)
3)  User face must be inside the red box when taking picture. (Refer Fig 4.1.3)
4)  Click on Capture button to obtain the picture. (Refer Fig 4.1.2)
5)  Click Save button to keep the picture. (Refer Fig 4.1.2)
Editing User
1)  Select the User that you want to edit by single click
2)  Once selected, click on the Edit button. You can also double click onto in user list to edit it.
3)  The User Profile window wills popup.
4)  Edit the necessary details from the user profile popup window.
5)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.
6)  Click on Yes button to confirm accept the changes or No button to reject the changes.(Refer Fig 4.1.4)
7)  After saving this edited profile, click on the Download button. Select target controller and
download this new changes to be activated in the controller. (Refer Fig 4.1.6)
Delete Single User
1)  Double click the user to edit it.
2)  User profile will pop up.
3)  Set the access mode to become “Invalid” then click on download button to download these changes
to controller. When done, close user profile.
4)  Select the User that you want to delete by single clicking on it
5)  Once selected, click on the Delete button.
6) It will prompt Press Yes for Completely or Press Delete No for Resign. (Refer 4.1.5)
7) By default click Yes button to completely remove all transaction and data related to this user profile.
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Click on No button if you want still want to retain all transactions and data for this user profile — this
user profile will be marked as “resigned” status.
8) A menu will pop up to inform deletion in progress. Do not press any key to interrupt deletion process.

Delete Multiple Users

1)  Select multiple User that you want to delete by single clicking on it while holding CTRL key

2)  Once selected, click on the Delete button.

3) It will prompt Press Yes for Completely or Press Delete No for Resign. (Refer 4.1.5)

4) By default click Yes button to completely remove all transaction and data related to this user profile.
Click on No button if you want still want to retain all transactions and data for this user profile — this
user profile will be marked as “resigned” status.

5) A menu will pop up to inform deletion in progress. Do not press any key to interrupt deletion process.

6)  Go to System Configuration »Download - select all users and download to all target controllers so
that deleted user will be removed from hardware as well.

Download Multiple Users
1)  Select multiple User that you want to delete by single clicking on it while holding CTRL/Shift key
2)  Once selected, click on the Download button.
3) It will prompt Hardware Selection page.
4)  Click on Select All button to download the selected user to all controller. If not select the controller to
download the selected user to designated controller
5)  Click OK button to proceed download.

IMPORTANT note:

All adding, editing and deleting of user profile is only applied to database. All these new changes will not be
activated if is not downloaded into hardware. Newly created user will not be recognized by controller if it is not
downloaded. Deleted user will not be removed from hardware if changes are not downloaded to controller. If
you need to do a lot of changes in user profile, after you finalized all your changes, download all users to
hardware from system configuration to ensure all changes is synchronized between database and hardware.

Cancel User
1)  Click on the Cancel button to reject any entries while Adding or Editing before.

Filter User

This function allow operator to search for user profile(s) in a very fast and efficient manner.

1)  Click on the Filter button.

2)  The User Profile Search Filter window wills popup. (Refer 4.1.3)

3)  Choose the date range you want to filter.

4)  The filtering searches also consist of name, card number, access mode, department,
designation, address, user id, duty shift and special remark.

Reset User

1)  Itistoreset all filtered result and resume back to full user list.
2)  Click on the Reset button.
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Card Copy User

This function allow selected field in a user profile to be copied to multiple other user profile. This is a

very useful tool during batch user enrollment. After bulk auto-capture card number, common field such as

department, designation, expiry date and access mode can be copied to group of similar user profile in

batches. This function save you the hassle and time to assign all this field into each user profile one by one.

For example user 1 to 50 is for marketing department. User 51 to 100 is for technical department. Card

copy can be used to copy Department field from user 1 to 50. Card copy can be used again to copy

Department field from user 51 to 100.

1)  Select and highlight the user for card copy process, then click on CARD COPY button. (Refer 4.1.6a)

ME-ALS MagUhent = o

System Confiqueation  User Management  Access Control  Time Attendance  Monitoring  Reporting  Housekeeping  Help  About

] e @M AaGEtegra

User st ©

Hame Depariment Designation Branch Site Code Access Mode Time Zone Yearly Shift Group AnkiPasshack  HW Num
Cand only General 7
Card only Gop A 5

Chrssne FranoslDept  Supenvisor Card arly Grow A

Fingerprint Group A L]

Card oriy

Card +PIN

Card orly

Fig 4.1.6a: The selected users for card copy process.

2)  Select one of the user to be as main source for card copy process. (Refer 4.1.6b)

USER PROFILE CARD COPY X

Please select one of the following users

User ID Name Department Designation Branch
HROO1 Vicki HR Dept Manager

HRO02 Evon HR Dept Asst. Manager

HROO3 Lambert HR Dept Supervisor

HRO04 Wilson HR Dept Sr, Exec

HROOS Micheal HR Dept Sr. Exec

HRO0& Robert HR Dept Jr. Exec

SG001 | | security Dept | Head Security | Penang

1 »

Fig 4.1.6b: The main source of user during card copy process.
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3)  Click on the item want to be copy and click on COPY button to start copy. (Refer 4.1.6¢)

USER PROFILE CARD COPY x

Name Skip fingerprint
User ID Expiry ending date
v Department Expiry starting date
v Deswgnatﬂn User level
v | Brandh CarID
Card Num (auto increment) Legal ID
Pin number Address
Allow pin change Tel
v Anti-passback enable Mobile
v | Access mode Email
Standard [ Door vs time zone Gender
Guard Patrol +  Attendance
Skip card chedk

SELECT ALL DE-SELECT ALL

Fig 4.1.6¢c: The User Profile Card Copy selected field for card copy process.

There are 5 tabs in user profile:
Tab 1) Access
Tab 2) Optional
Tab 3) Details
Tab 4) Fingerprint
Tab 5) Attendance

Tab 1) Access

This tab contains all the access security permission for this user profile.

Access | Optional  Fingerprint | Face | Details = Attendance

Access mode # Standard
Card only = ® Time Zone Time Zone 2 -
Allow Pin Change Time Group *
v Enable Fingerprint
Door Group DG 3 v
+ Enable Face Recognition
Anti-passback enable Door vs Time Zone *

RESET SOFT ANTI-PASSEACK Lift access *

® Floor group iOffice BlockLevel 5-10 |~

Lift door vs floor
* Notsupported for FR300

Fig 4.1.7: The access security permission for user profile.
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Field name Description

Allow pin change Allow user to change their pin number by themselves at keypad reader.
Enable Face Allow the user to use the Face Recognition Device FR300

Recognition

Enable Fingerprint Allow the user to use the Fingerprint Device AR837EF

Anti-passback enable

Enable / disable anti passback checking for this user profile

Access mode

What method shall be used by user to access their authorized door? Card
only, Card or Pin (either one), Card and Pin (both). Invalid
means they are not allowed to enter any doors.

Standard

This is standard access permission setting.
Time Zone — define weekly time interval of allowed access
Door group — define which doors is allowed to access.

The time zone is applied universally across all doors defined in door
group. All doors can be access with the same Time Zone.

Door vs time zone

This is advance access permission setting.
This user profile is only allowed to access specific door at specific time.
Each door can be assigned with a different Time Zone.

Floor group

This is to set which floors are allowed to enter in elevator access control.
This function must be used together with AR401R016 lift relay controller.

Lift door vs floor

This is to set which doors are allows to access which floors.

Note:

1) Door vs Time Zone only can be download with Download All User for AR837EF, AR829E and
AR721H, except the AR716E controller.

2) For the AR716 controller, Door vs Time Zone is need download individually inside the User Profile.

3) Each Door only can assign with 1 Time Zone or Time Zone Group.

Tab 2) Optional

This tab contains access permission that is only available in certain model of controller.

Access Optional Fingerprint

Details Attendance

Guard patrol {only available on AR716)

v | Skip fingerprint chedk (

[ ARB21EF V5)

+ | Skip Card Check (only available on AR821EF V5)

v | EXpiry enang date
v | Start valid date

Alias name

14/09/2020 - | { orting model : AR716E, AR721E, AR725E, ARB37E/EF, ARS8 1EF)

Fig 4.1.8: The access security permission for user profile in certain model controller.
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Field name Description

Guard patrol If enabled, door will not open after flash card. Transaction will still be
recorded as Normal Access. This is typically assigned to security guard.
Security guards flash their card as they pass by doors to register their
guard tour time. When printed out on report, operator will know if the
guards have visited all doors within the specified time to fulfill their guard
tour schedule.

Skip fingerprint If enabled, AR837EF (fingerprint reader) will not check for fingerprint

check after flash card. Access is granted just by flashing card.

Expiry ending date After this date, the card will no longer be valid. No access will be granted
for this user after this date elapsed.

Valid starting date Card will only be valid after this date.

Alias name This is the name that will be displayed on the LCD screen. Typically this

is a short name of the user as there is only limited character supported by
LCD screen.

Tab 3) Details

This tab allow operator to enter more information to correctly identified user profile. This information is
not critical and does not affect the access control security function. These additional fields allow

easier searching and filtering.

Access Optional Fingerprint

Car ID | MAG4573

Details Attendance

Legal ID | 650812-10-5163 Birth date 12/08/1965

Address

Mabile

Email

5100 Kuala Lumpur

1G, Jalan Pandan 2/2 Start date m

Special remark

3-92869120
013-51487110

soyal @support.com.my

Fig 4.1.9: The basic information about the user profile but not related to access security.
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Tab 4) Fingerprint

This is especially useful when you have a lot of users and multiple fingerprint reader to distribute user
traffic. For example, if you have 7000 users. Each fingerprint reader can support only 2250 users

(each user 2 x fingerprints). It is also impossible for 7000 users to enter using a single fingerprint reader.
The traffic has to be distributed among a few fingerprint readers. This function allows you to

define fingerprint template for this user profile to be downloaded to which fingerprint reader. This way
we can send 2000 users to reader 1, another 2000 users to reader 2 and so on until all users has

been evenly divided among all readers. ME-ACS will automatically distribute the correct fingerprint
template to its assigned fingerprint reader in System Configuration = Download = Fingerprint
template.

Access Optional Fingerprint Details Attendance
Fingerprint template enrolled % % READER TOPC ENROLL
<] i}
sl FE PC TO READER
Fingerprint template download to which FP reader?
Available reader Target reader o
IN >>
1.0.1 - Main Door
N> 1.0.3 - Main Entrance
OUT < 1.0.4 - Tester
OUT << 2.0.4 - Main Door

Fig 4.1.10: The access security permission for user profile using fingerprint system.

Show the number of fingerprint enrolled.
Select the reader which you want the fingerprint template to be downloaded.
Enroll function is to enroll fingerprint by Etegra Software

Tab 5) Attendance

This tab assigned the working shift or shift group to be applied to this user
profile when calculating time attendance data.

Access Optional Fingerprint Details Attendance
Shift None
Free shift None
Shift group None
Flexible shift group None
® | Yearly shift group Group A

/ | Eligible for overtime

Fig 4.1.11: The working shift or shift group for user profile.
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Ta Fa

This tab allows operator to identify the user actual ID in the FR300 and update or retrieve the user photo.
Hence it also allows the operator to distribute the photo to multi device along with access permission.

Access Optional Fingerprint Face Details Attendance

Face enrolled ® READER TO PC
2 3
Face ID 12748037 PC TO READER

Face download to which reader?

Available reader ‘ Target reader
IN >>

IN >

ouT <

OUT <<

Fig 4.1.10: The access security permission for user profile using face system.

4.2 Resigned User List

All resigned users will be listed out in tabular form here. Right click on the top row to select
which field to hide or show. Each column field can be drag and drop to change its arrangement at
top row. Every operator can choose which field to show and how each field is arranged. Field
width and arrangements will remain the same every time the same operator login to the system.
Click on the field for alpha numerical sort up and down. Pressing letter “L” on a field column
will scroll to transaction that starts with “L”.

Fig 4.2.1: The Resigned User List

Restore User ID

Select the user and click Delete button for reuse the User ID.
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4.3 Fingerprint Interface

Fingerprint interface help manage and maintain fingerprint templates of all users. Fingerprint

Interface retrieve fingerprint template of all users from multiple AR837EF and stored it in centralized

database. Fingerprint in centralized database can then be uploaded to any other AR837EF fingerprint

reader. In the event of reader failure, these fingerprint templates can be easily transferring to new

replacement reader without the hassle of re-enrolling everybody fingerprint again. Selected

fingerprint templates can be exported text file as backup storage.

Fingerprint Interface @

Fingarprnt

Fig 4.2.1: The data of fingerprint users profile transaction in Fingerprint Interface system settings.

USER PROFILE SEARCH FILTER ®
Start Date Rang

FResearch & Development

on | Researcher

Group | DG 4 - Use = forwildcard seerch

Fig 4.2.2: The user profile search filter will filter out all the information regarding the selected fields.

Sync PC to Reader

Send fingerprint template of selected users from database to hardware reader.

Sync Reader to PC

Retrieve fingerprint template of selected users from hardware reader to database.

Export Fingerprint to File
Export fingerprint template stored in database to txt file.

Import Fingerprint to File

Import fingerprint template from a txt file to database.
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Filter User

Click on the Filter button.

The User Profile Search Filter window wills popup. (Refer Fig 4.2.2)

Choose the date range you want to filter.

The filtering search also consists of name, card number, access mode, department, designation,
address, user id, duty shift and special remark.

Reset User

(It is to reset according to the current user list)
Click on the RESET button.

4.4 Face Interface

Face interface helps to manage and maintain photo templates of all users. Face Interface retrieve face
template of all users from multiple FR300 and stored it in a centralized database. Face template in the
centralized database can then be uploaded to any other FR300 face recognition reader. In the event of
reader failure, these face templates can be easily transferring to new replacement reader without the
hassle of re-enrolling everybody face template again. Selected face templates can be exported in text
file format as backup storage.

| CurrentEventlog | FaceInterface © x
User ID Nams Department Designation Alias Face  Access Mode Time Zone Door Group
622 Vincent Research &O... Manager o Card only
ACCO001 Suszn Finandal Dept Manager Card only
ACCOD3 Christine Financial Dept | Supervisor Y Card only
ACCO04 Lawrance Financial Dept S, Exec Card only
ACCO04 Lawrance Finandial Dept Sr. Exec Card only
ACCO005 Tony Finandal Dept Sr. Exec ' Card only
ACC006 Albert Finandal Dept Jr, Exec Card only
HROO1 Vicki HR Dept Manager Card only
HROO2 Evon HR Dept Asst. Manager 4 Card only
HROO3 Lambert HR Dept Supervisor ' Card only
HROO4 Wilson HR Dept Sr. Exec Card only
HROOS Mich=al HR Dept Sr. Exec Card only
SG001 Andrew Security Dept Head Security Card only
SG002 Pilak Security Dept Supervisor Card only
SG004 Anan Security Dept Security Guard Card only
SG004 Anan Sequrity Dept Security Guard Card only

Fig 4.2.1: The data of face template users profile transaction in face Interface system settings.

Start Date Rangs
From 01082015 To | 14/09/2019 - Shift
Name Lawrance Yearly Shift Group | Group A -
Site Code Fras Shift
Card Code Weekly Shift Groug
Access Mode | Card only Weekly Meable Shift Group -

Department
Designation
Address

UserID

CarID
Legal ID
Time Zone
Time Group

DoorGroup

Rzsearch & Development

Researcher Slap Card Check

Speaal Remark

SEIFCT USER TD

Tme Zone 2

DG4

Skip Fingrprint Chack |

Use ™ for wildcard scerch

Fig 4.2.2: The user profile search filter will filter out all the information regarding the selected fields.
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Sync PC to Reader

Send face template of selected users from database to hardware reader.

Sync Reader to PC

Retrieve face template of selected users from hardware reader to database.

Export Face to File

Export Face template stored in database to txt file.

Import Face to File

Import face template from a txt file to database.

Filter User

Click on the Filter button.

The User Profile Search Filter window wills popup. (Refer Fig 4.2.2)

Choose the date range you want to filter.

The filtering search also consists of name, card number, access mode, department, designation,
address, user id, duty shift and special remark.

Reset User

(It is to reset according to the current user list)
Click on the RESET button.

4.5 Fast Batch Enroliment

Fast batch enroll help to manage and generate users profiles more faster. Fast batch enrollment
provides 2 alternatives way to generate or modify user’s profiles more faster and easily, that is Auto
Capture Card Number and Auto Generate User Profile. The Auto Capture Card Number is used to
capture card number directly from reader during card enrollment (or during tag the card at reader).
The Auto Generate User Profile is used to generate the User Profiles within certain range of user
number. A list of User List can be generated base on the selected items more easily and efficiently.

User Management > Fast Batch Enrollment = Auto Capture Card Number or Auto Generate

User Profile.
Door ID Door Name LI
2.0.4 Mzin Door
3.0.1 Time Attendance
3.0.3 Main Entrance
3.0.5 Mzin Exit
5.0.1
5.0.4
5.0.10
6.0.1 Main Entrane
6.0.5 Exit
7.0.1 Main Door Entrance
7.2.1 Pantry Entrance
=

Fig 4.3.1: The hardware selection for card number capture.
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USER PROFILE AUTO SAVE CARD NUMBER X USER PROFILE AUTO SAVE CARD NUMBER x

Current captured card number for user Current card number : 0012460139

19

Please flash your card now Please flash your card now

Fig 4.3.2: Before and after NEW card number capture.

Auto Capture Card Number

This function allow easy enrollment of large number of users. The card number as printed on
proximity card can be automatically captured as they are flashed on selected controller reader.
This saves you the hassle of typing in the long card number one by one.

1)  User Management --> Fast Batch Enrollment --> Auto Capture Card

Number.

2)  The SELECT HARDWARE window is prompt, select the hardware / reader is used for
capturing the new users cards, then click on OK button to confirm it.

3) The USER PROFILE AUTO SAVE CARD NUMBER is prompt (Refer Fig 4.3.2), then

start flash NEW card on the selected hardware / reader.

4)  Continue flash the 2nd, 3rd, 4th ... new card users. Each time you flash a card, the card
number will be captured and create a new user profile.

Note: If the card number already exist in User List, the card will cannot be captured
again and notification of card duplication will prompt to avoid same user card number
happen.

5)  When done, just click on OK button to exist this function.

IMPORTANT note:

All adding, editing and deleting of user profile is only the records apply in database. All these new
changes will not take effect if the latest updates or changes is not download to the controller /
hardware. If not do DOWNLOAD to controller / hardware, for all new users will not be recognized by
controller / hardware. For those deleted user will still able to log in if the changes are not downloaded
to controller / hardware. ALL the changes can be download all together by select the correct field and
targeted controller / hardware.
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Auto Generate User Profiles

This function is used to generate large number of users within certain range of user number with include
selected fields of user profile. The fields include the user ID, name, pin number, card number (Site Code +
Card Code), department, designation, access mode, enable anti-passback, guard petrol, skip fingerprint
check and skip card check. This function save your and time to assign the selected fields into each user
profile one by one. This is a very useful tool during batch user enrollment. For example user 1 to 50 is for
marketing department and user 51 to 100 is for technical department. Then, use this tool to generate
Department field from user 1 to 50 and Department field from user 51 to 100.

1)  Fill in the repeat count number that is the number of user want to be generated.
2)  Select and fill in the fields want to be generate for user profiles. (Refer Fig 4.3.3)
v' User ID must be unique
v" Format indicates the number of digit for start number.

3)  Click on SAVE button to save the existing auto-generate setting.
4)  Click on GENERATE button to generate the users profile list.

AUTO GENERATE USER PROFILE X

Repeat count 1000
Fixed string Start number Format
Tech 1 000 (User ID must be unique)
v |Name Name V|1 000

¥ Auto re-create hardware profile

HW user number will be automatically assigned based on available slot.
Starting pin number

No card

Starting site code 153 Auto increment number
Starting card code 45789 v | Auto increment number
v" | Designation Jr. Exec
, Guard patrol
v' | Department Research & Develop..
v | Skip fingerprint chedk
v Access mode Invalid - /| Skip card check

Fig 4.3.3: The Auto Generate User Profile

80



ME-ACS v 6.2 User Manual
5) Access Control

The access control module is responsible for managing the holiday, door group, time zone, floor group and
time group settings as per the requirements. These are the settings that define access control permission -
when user can enter which door? These permissions are then assigned to each user in User Profile. SACS is
user-oriented access control system.

IMPORTANT note:

All access control permission defined here must be downloaded to hardware for it to become activated.
Download Holiday, Time Zone or Door Group first before does ALL USER download or download user
individual from User Profile. Saving all these settings in software will not activate the features. All permission
setting can be downloaded to hardware via System configuration - Download.

5.1 Holiday

The holiday calendar is to define the company authorized holidays. It allows selection of multiple
days simultaneously and grouped under a single holiday name by single clicking on the days. Able to
select multiple or individual dates. All date will be able to select and un-select by clicking on it again.
Holiday is taken into consideration during time attendance calculation. No clocking during holiday
will not be regarded as absent. If a time zone is assigned to user profile, by default all controllers
will deny the user entry during holiday.

HOLIDAY x
No. Description Num 10
1 | New Year Description | Hari Raya Haji
2  Thaipusam Maonth t Year 2019

3 | Chinese New Year

4  Labour Day

August 2019 September 2019
5  Wesak Day
7 Nuzul Al-Quran Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat
8 HariRaya 1 2 3 1 2 3 4 5 6 7
9 Installation of YOP Agong - 5 6 7 8 9 0 8 9 10 1 12 1 14
A0 | Neiceed Dty 8 19 20 20 2 2 4 2 2B 24 25 % 27 B
12 Awal Muharram
25 26 27 28 pric] 30 31 2 30
13 Agong's Birthday
14 Malaysia Day
15 Deepaval Clear
16 Prophet Muhammad
— Date selected FENIEIEIE]
17 Sultan Selangor's Birthday -
12/08/2019

18  Christmas

=111 1 -

Fig 5.1.1: The Holiday setting and description.

0 Are you sure?

Mo

Fig 5.1.2: Confirmation.
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Adding Holiday

1)  Click on the ADD button.

2)  The number no need to be assign since it is automated.

3)  Enter the description of the holiday.

4)  Select the Year and the Month.

5)  Click on the calendar date to select date. If for multiple date setting, use CTRL + click on the

selected date.
6)  Click on the Save button and it will prompt for confirmation.
7)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.1.3)

Editing Holiday
1)  Select the holiday that you want to edit from the left panel list by clicking on it.
2)  Once selected, click on the Edit button.
3)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No button to reject the changes.  (Refer Fig
5.1.3)

Delete Holiday

1)  Select the holiday that you want to delete from the left panel list by clicking on it.

2)  Once selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.1.3)

Cancel Holiday
1)  Click on the Cancel button o reject any entries while Adding or Editing before
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5.2 Door Group

Door Group is to define the single or multiple doors allowed to enter by user. Each door group
will be identified uniquely using "Door Group Number".

DOOR GROUP x

Num  Description Num &

1/ DG1 Description  DG6

2 DG2

3 DG3

4 DG4 Group of door(s) user are allowed to enter

5| DG5 Door(s) Available i Door(s) Selected

L2.1- 1.0.1 - Main Door

25%  None L2.2- 1.0.4 - Tester
255 | Set 1.0,3 - Main Entrance 2.0.4 - Main Door

1.8.1- 5.0.1-
1.8.9-

2.0.1 - Main Entrance
3.0.1 - Time Attendance
3.0.3 - Main Entrance
3.0.3E - Main Exit
5.0.4-

5.0.10 -

6.0.1 - Main Entranz
6.0.5 -Exit

7.0.1 - Main Door Entrance

7.2.1 - Pantry Entrance -

7.0.3 - Time Attendance j

Fig 5.2.1: The selection multiples doors to form the door group.

0 Are you sure?

No Fig 5.2.2:
Confirmation.

Adding Door Group

1)  Click on the ADD button.

2)  All the doors will be available in the list box. (Refer 5.2.1)

3)  The number no need to be assign since it is automated. But you also can assign the number
manually

4)  Enter the description of the door group

5)  Select the door in the door available list and click IN >> for in all or IN > for in only the
selected door or vice versa.

6)  Click on the Save button and it will prompt for confirmation.

7y Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.2.2)

Edit Door Group

1)  Select the door group that you want to edit from the left panel list by clicking on it.

2)  Once selected, click on the Edit button.

3)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.2.2)
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Delete Door Group

1)  Select the door group that you want to delete from the left panel list by clicking on it

2)  Once Selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.2.2)

Cancel Door Group
1)  Click on the Cancel button to reject any entries while Adding or Editing before.

5.3 Time Zone

The time zone defines weekly time interval that the user is allowed to enter the door. Multiple time
zones can be linked together under "Time Group". Each Time Group is uniquely identified by "Time
Group Number". Time group allow user to access the door on multiple interval within same day. You
are able to sort ascending or descending by clicking on the tab. You are able to sort according to time
group, time zone and time zone description.

EDIT - TIME ZONE x

Num 2

Description

Weekly time interval users are allowed to enter

START END
v | Sun 07:00 3 12:00
v |Mon 07:00 . 12:00
v | Tue 07:00 = 12:00
v | Wed 07:00 + 12:00
v | Thu 07:00 ¥ 12:00
v |Fri 07:00 > 12:00
v |Sat 07:00 = 12:00

Allowed to enter during holiday

Fig 5.3.1: Time zones setting for access security control.

o Are you sure?

Fig 5.3.2: Confirmation.

Adding Time Zone

1)  Click on the ADD button.

2)  The number no need to be assign since it is automated.

3)  Enter the description of the time zone.

4)  Tick/Choose the days for the time zone and also insert Start time and End time.

5)  Tick/Choose the checkbox if allowed to enter during holiday.

6)  Click on the Save button and it will prompt for confirmation.

7)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.3.2)
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Edit Time zone

1)  Select the time zone that you want to edit from the left panel list by clicking on it.

2)  Once selected, click on the Edit button.

3)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.3.2)

Delete Time zone

1)  Select the time zone that you want to delete from the left panel list by clicking on it

2)  Once Selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.3.2)

Cancel Time zone
1)  Click on the Cancel button to reject any entries while Adding or Editing before.

Time Format View
1)  The radio button able to change the time format, either 24hrs or 12hrs (am/pm) format.

Copy & Paste

1)  Select the Time zone settings that wanted to duplicate to a new time zone.

2)  Click the COPY button.

3)  Click on the ADD button.

4)  Click on the PASTE button.

5)  Enter the new time zone name in the description.

6)  Click on the Save button. It will prompt for confirmation.

7)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.3.2)

5.4 Time Group

The time group defines multiple time zone(s) that are group together to form multi interval within
the same day.

TIME GROUR x

Mo. Deseription

3 Tme Zone

Time Zonz(s) Avalabl

Time Zone 1

Time Zone 4

ADD

Fig 5.4.1: The selection of multiple time zones to form a time group.

Fig 5.4.2:
A sure? . N
0 i Confirmation
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Adding Time Group

1)  Click on the ADD button.

2)  All the time zones will be available in the list box. (Refer Fig 5.4.1)

3)  The number no need to be assign since it is automated. But you also can assign the number

manually

4)  Enter the description of the time group.

5)  Select the door in the door available list and click IN >> for in all or IN > for in only the
selected time zones or vice versa.

6)  Click on the Save button and it will prompt for confirmation.

7)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.4.2)

Editing Time Group

1) Select the time group that you want to edit from the left panel list by clicking on it.

2)  Once Selected, click on the Edit button.

3)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.4.2)

Delete Time Group

1) Select the time group that you want to delete from the left panel list by clicking on it.

2)  Once Selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.4.2)

Cancel Time Group
1)  Click on the Cancel button to reject any entries while Adding or Editing before.

5.5 Floor Group

The floor group defines which floor(s) can be accessed by user within the approved door group.

FLOOR GROUP x

No. Description Group Num 3

0 None 5} =
Description Residential Level 22 - 40

Office Block Level 5 - 10
2 | SOHO Level 11-20

Floor(s) user are allowed to enter
3 Residential Level 22 - 40

Floor 1-16 Floor 17-32 Floor 33-48 Floor 49-64

Floor Description Floor Description

Fig 5.5.1: The setting of floor groups in the building.
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0 Are you sure!

o

Fig 5.5.2: Confirmation.

Adding Floor Group

1)  Click on the ADD button.

2)  The number no need to be assign since it is automated.

3)  Enter the description of the floor group.

4)  Tick/Choose the floors. (Can navigate the floors by using the tabs).

5)  Enter the description for each floor selected.

6)  Click on the Save button and it will prompt for confirmation.

7)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.5.2)

Edit Floor Group

1)  Select the floor group that you want to edit from the left panel list by clicking on it

2)  Once selected, click on the Edit button.

3)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.5.2)

Delete Floor Group

1)  Select the floor group that you want to delete from the left panel list by clicking on it.

2)  Once selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig
5.5.2)

Cancel Floor Group
1)  Click on the Cancel button to reject any entries while Adding or Editing before.
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5.6 Lift Door Selection.

The feature is used by the system during the download process with aim to reduce download process
time involve lift settings. Lift Door Selection is used to identify which readers are used for lift security
control only.

LIFT DOOR SFLECTION x

Please selectwhich dooris to baused for lit access

Door{s) Available L) Door(s) Selected
1.0.1 - Main Door 5.0.1-Lift1
L2.1- 5.0.4 - Lift 2

1.2.2-

1.0.3 - Main Entrance N>>
1.0.4 - Tester

1.8.1-

1.8.8 -

2.0.1 - Main Entranca
2.0.4 - Main Door CuUT <
3.0.1 - Time Attendance QUT <<
3.0.3 - Main Entranc=
3.0.3E -Main Exit

6.0.1 - Main Entrane

7.0.1 - Main Door Entrance

7.2.1 - Pantry Entrance
|

Fig 5.6.1: The selection door of Lift Door Selection.

Fig 5.6.2:
sure?
0 Are you sure Confirmation

Adding Lift Door Selection

1)  Click on the ADD button.

2)  All the selected doors will be available in the list box. (Refer Fig 5.6.1)

3)  The number no need to be assign since it is automated. But you also can assign the number

manually

4)  Enter the description of the lift door selection.

5)  Select the door lift in the door available list and click IN >> for in all or IN > for in only the
selected door or vice versa.

6)  Click on the Save button and it will prompt for confirmation.

7)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.6.2)

Editing Lift Door Selection

5)  Select the lift door selection that you want to edit from the left panel list by clicking on it.

6)  Once Selected, click on the Edit button.

7)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.
8)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.6.2)
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Delete Lift Door Selection

5)  Select the lift door selection that you want to delete from the left panel list by clicking on it.
6)  Once Selected, click on the Delete button.

7)  Click on the Save button. It will prompt for confirmation.

8)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.6.2)

Cancel Lift Door Selection
2)  Click on the Cancel button to reject any entries while Adding or Editing before.

5.8 Soft Global Anti-Pass (SGA)

The Soft Global Anti-Passback is a software simulated global anti-passback for TCPIP reader such as
AR725Ev2, AR837EF and AR881EF. SGA will keep track of each user whether they are currently inside our
outside based on the defined entry and exit reader. User that is already inside is not allowed to flash card on entry
reader again. User will need to flash card at exit reader before they are allowed to flash card on entry reader again.
User that are already outside is not allowed to flash card on exit reader again.

Operator need to define entry and exit reader of each sub group. Global anti-passback is maintained among
the entry and exit reader defined within the sub group.Operator can define many sub group to mimic the door
configuration in actual building.

SGA does not support AR716E multi door controller and AR721E 2-door controller.

EDIT - SOFT ANTI-PASSBACK X

Num | 1
Description | Anti-Passback

v |Enable Anti-Passback

Entry Reader Exit Reader

Reader(s) Avallable Reader(s) Selected

3.0.1 - Time Attendance 5.0.1-FlapIn 1
7.0.3 - Time Attendance 5.0.2-FlapIn 2

1.0.4 - Tester 5.0.3-FlapIn 3

5.0.4-Flap Out 1

3.0.5 - Main Exit IN >

5.0.5 -Flap Out 2

5.0.6 -FlapQut 3
OUT <

OUT <<

Fig 5.8.1: The selection multiples door to indicate Entry and Exit Reader

o Are you sure? Fig 5.8.2: Confirmation
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Creating Soft Global Anti-Pass

1)  Click on the ADD button.

2)  All the reader will be available in the list box. (Refer 5.8.1)

3)  The number no need to be assign since it is automated. But you also can assign the number
manually

4)  Enter the description of the Soft Global Anti-Pass

5)  Click on the Entry Reader tab to assign which reader as Entry Reader or vice versa

6)  Select the reader in the reader available list and click IN >> for in all or IN > for in only the
selected reader or vice versa.

7)  Click on the Save button and it will prompt for confirmation.

8) Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.8.2)

Edit Soft Global Anti-Pass

1)  Select the Soft Global Anti-Pass Group that you want to edit from the left panel list by
clicking on it.

2)  Once selected, click on the Edit button.

3)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.8.2)

Delete Soft Global Anti-Pass

1)  Select the Soft Global Anti-Pass Group that you want to delete from the left panel list by
clicking on it

2)  Once Selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 5.8.2)

Cancel Soft Global Anti-Pass
1)  Click on the Cancel button to reject any entries while Adding or Editing before.

Enable/Disable Soft Global Anti-Pass
1)  Check on the Enable Anti-Passback to activate the anti-passback.
2)  If uncheck the Enable Anti-Passback, all the card user will revert back to normal.
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Time attendance module support flexible multi shift, overnight shift and multi breaks to capture employee
clocking as accurate as possible. Captured clocking data is analyzed to provide total work time, break time,
overtime, late to work, early home and long lunch. This information allow HR department to monitor their
employee punctuality efficiently to maintain high productivity yield. HR also able to quickly identify discipline
issue such as late to work or long lunches
at early stage and correct this behavior before it becomes more serious. Leave management is available that
allow employee to apply leave in advance. Comprehensive reports summarize employee attendance, leaves
and punctuality into a tabular format for easy fast review. Time attendance module is a value added function
to help you better manage human resources in your organization.

The module functionality is described as follows:

6.1

Weekly Shift Setting

This function is used to set the overnight shift and multiple break time. Time attendance module uses
Time In and Time Out interval defined in shift to capture the correct clocking from employee.
Employee must clock in or clock out within the time interval defined here to be captured as valid
clocking. Any clocking outside the range of interval defined here will NOT be considered as valid
clocking. Time attendance module also uses the Actual time defined here to decide where employee
come late or go home earlier than they should be

Speafic dat

Working Time Ereak Tiome

=

on | Office Staff

+ Thu ¥ | Fr

Auto delay Time out if late

Exchude: Earty-IN for work tme

oo mmmm

Fig 6.1.1: The settings of working shift include the working time, break time and overtime.

o Are you sure?

I SAVE I CAnCEL |

Fig 6.1.2: Confirmation
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Adding Shift

1)  Click on the ADD button.

2)  The number no need to be assign since it is automated. But you also can assign the number manually.
3)  Enter the shift code and the description.

4)  Select the days for the shift by tick/check the checkbox.

5)  Select the specific for the shift by tick/check the checkbox and choose the date from the

dropdown calendar by clicking the down arrow.

6)  The dates also can be inserted without using the calendar and multiple dates is not allowed.

7)  Navigate between the Working Time, Break Time And Overtime tabs to configure the settings.

Editing Shift
1)  Select the shift that you want to edit from the left panel list by clicking on it
2)  Once selected, click on the Edit button.
3)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No button to reject the changes.  (Refer Fig 6.1.2)

Delete Shift

1)  Select the holiday that you want to delete from the left panel list by clicking on it.

2)  Once Selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.1.2)

Cancel Shift
1)  Click on the Cancel button to reject any entries while Adding or Editing before.

There are 3 tabs of shift setting:
Tab 1) Working Time

Tab 2) Break Time

Tab 3) Overtime

Tab 1) Working Time

Working Time Break Time Overtime (OVT)

1) Clocking period for Time In:

START Actual END 8:00 am - 10.00 am

Time IN | 08:00 =] [osoo s [1000 : Late In Period: After 9:15 am

Time auT | 17:00 AREE: 2] [13:00 : 2) Clocking period for Time Out:
next day next day next day 500pm - 700 pm

hs Early Out Period: 5.00 — 5.45 pm
7]tat 7] Auto delay Time out flate The grace period allowance: Late

v Early Out 00:15 - | |+ Exdude Early-IN for work time; In 15 minUteS Early OUt 15

minutes
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TIME In: ) TIME Out: .
Controller / Reader capture period. _ Controller / Reader capture period.
START ACTUAL END START ACTUAL END

Grace LATE EARLY Grace
Period IN OUT  Period
Function Description
Time IN To capture earliest clocking within the START and END

as Time IN. If capture time is later than actual, it is
considered Late IN.

Time OUT To capture latest clocking within the START and END as
Time OUT. If capture time is later than actual, it is
considered Early Out. Next day need to be specified if it
crossed 12 am midnight.

INext day Tick Next day option if the time belongs to next day. This
is to support overnight shift where the working shift
crossed midnight 12am to the next day.

Auto delay time out if late |Late In is auto added into actual time out. If got employee is
late 10 min, then he should go home 10 min later. If he
goes home at actual Time Out, he is shall be considered 10
min early Out.

Exclude Early-IN for work |The working time is excluded for the times of employee are

time come to work early.

Grace Period allowed Grace period allowed before a clocking is considered as
Late-In or Early out. Grace period is considered from
ACTUAL time defined.
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Tab 2) Break Time

Waorking Time

v Break 1

Break 2

Break 3

Break 4

Break Time

Overtime (OVT)

Break Out Break In

13:00 13:30 13:31 oo

next day next day next day next day
00:00 00:00 - | to |o00:00 00:00

next day next day next day next day
00:00 00:00 to | 00:00 00:00

next day next day next day next day
00:00 00:00 < | to |o0:00 00:00

nextday next day next day next day

Max break allowed | 00:00

deduct break time from

deduct break time from w

deduct break time from w

deduct break time from

Fig 6.1.4: The Break Time idea of Break Out & Break In are captured
by the controller or hardware.

Break Out:
B Valid clocking period R
Start Ignd
| ]

To

Break In:
_Valid clocking period
Start End
l ]

work time

ork time

ork time

work time

ME-ACS v 6.2 User Manual

1) Clocking period for Break Out:
1.00 pm - 1.30 pm

2) Clocking period for Break In:
1.31pm-2.00 pm

The Max break

allowed is 1 hour.

Let say the user go

out early and

come in late, if the
break/lunch period is
more than 1 hour, will
remark as Long Break in
attendance report.

Let say:

Clocking 12.50 pm (As
invalid data) Clocking 1.25
pm (As Break Out) Clocking
1.45 pm (As Break In)
Clocking 2.02 pm (As invalid
data)
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Function Description

BRK OUT Brk Out is actual "official" time employee shall take break. The box at the
front shall indicate how much min ahead the SOY shall start capturing for
actual BRK OUT clocking. For example, if specified as 30 min, then BRK
OUT time is 1.00pm, that employee shall clock for break out between
12.30pm to 1.29 pm. Otherwise it shall be considered as No Break Out in the
report.

BRK IN Brk In is actual "official" time employee shall take break. The slot at the front
shall indicate how much min ahead the SOY shall start capturing for actual
BRK IN clocking. For example, if specified as 30 min, then BRK IN time is
2.00pm, that employee shall clock for break in between 1.30pm to 2.30 pm.
Otherwise it shall be considered as No Break In in the report.

Next day Tick Next day option if the time belongs to next day. This is to support
overnight shift where the working shift crossed midnight 12am to the next
day.

Deduct break time |This option will deduct from actual working time if break time is more
from work time then max break allowed. Deducted work time will reflected in the report as
total work time.

Max break allowed |If break time calculated from the actual clocking is greater than the max
break allowed, then it shall be indicated in reporting as Long Break.

Tab 3) Over Time

Overtine befre work The Overtime is base on the
0 b Working Time setting, especially
the Time Out: END period setting.

The period is set the range of
clocking period controller to take
Theldey [ 300 record. If the user Time Out is out
Frowdip o : of the range of clocking period, the
controller will not record in
attendance report.

Fig 6.1.5: The settings of overtime calculation.

Function Description

Overtime before work Does the overtime calculation need to include the time when
employee is early to work?

Overtime after work Does the shift allow overtime after work?

Overtime start time Overtime shall start at a delayed time after Actual Time-Out.

Entering 0 means overtime starts immediately after Actual
Time-Out. Overtime start time must be after Time-Out's START
before Time-Out's end.

Overtime break time This break time shall be deducted from the total overtime worked
Max OVT allowed Example, max OVT is 5 hrs. If employee overtime is 8 hrs, report
will only show 5 hrs. The additional overtime will be ignored.
Max OVT must be within Time Out end time. SOY shall
indicate this as an error if MAX OVT exceeded end time.

OVT round up nearest min Example, 15 min. If total overtime is 3hrs 5 min and the auto
round up will become 3 hrs 15 min.

OVT Rate If attendance setting enables OVT rate calculation, actual
overtime will be multiplied to these rates and final result shall
appear in report.

Click on the Save button and it will prompt for confirmation.
Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.1.2)
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How clocking time is captured based on clocking interval defined in shift?

Following time line diagrams show all card badging activity within a working day. Assuming a
employee badge their card multiple time during a day as they go out and back through main entrance.
So multiple event transactions will be recorded in access event transaction - indicated by Green circle.
Only one of the green circle that fall within the defined time interval in shift settings will be chosen as
valid clocking time. Following diagram illustrate which green circle will be chosen as valid clocking

and why they are chosen.

Yellow region indicate valid region to capture

clocking. Examplel:

Day 1: Valid allowed working time (with no overtime allowed)

¢ Valid capture

Valid capture ¢

Clock-IN interval Break period Clock-OUT interval
Actual BRK OUT BRK IN Actual
8:30am 12:30pm 1:30pm 5:30pm
Start End Start End Start End
7am 10am 12pm 2pm 4F 7pm
indorad o ingored
g : Earliest First_IN First-IN within Last-OUT within Last out captured for time
fortime captured as break period break period as Clock-OUT e—
attendance C d attendance
Clock-IN Captured as aptured as
BRK-OUT BRK-IN
Example2:

Day 1: Valid allowed working time (with long overtime allowed)
Maximum overtime allowed must be within the limit of Time-out END time

¢ Valid capture

Clock-IN interval Break period Valid capture Clock-OUT interval
Actual BRK OUT BRK IN Actual Overtime starts Max overtime
8:30am 12:30pm 1:30pm 5:30pm  at 6:00pm atl1pm
Start End Start Eid Start ’ 15{;‘1 -
7am 10am 12pm 2pm 4pm max overtime allowed 5 hrs i

ingored Earliest First_IN First-IN within

fortirrie captured as break period

attendance Clock-IN Captured as
BRK-OUT

overtime worked

Last-OUT within
break period

Last out captured
as Clock-OUT
Captured as

BRK-IN
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Example3:
Day 1: Valid allowed working time (with long overtime allowed)
This is a setting ERROR. Maximum is not allowed overtime can not exceed end time.
l Valid capture Valid capture l
Clock-IN interval Break period Clock-OUT interval
Maximum
Actual BRK QUT BRK IN Actual Overtime starts overtime
8:30am 12:30pm 1:30pm 5:30pm  at 6:00pm T1pm
Start End Start End Start End
7am 10am 12pm 2pm 4pm 7pm

w N ERROR

SETTING @B

max overtime allowed 5 hrs

ingored ' |
P Earliest First_IN FirstuIN withi
captureas irst- Wl.t In Last-OUT within
attendance okl break period break period Last out captured
Captured as Captured as asClock-OUT
BRK-OUT BRK-IN
Example4:

Day 1: Valid allowed working time (with long overtime allowed)
Work exceeded maximum overtime allowed, missing clocking

l Valid capture l

Clock-IN interval Break period Valid capture Clock-OUT interval
Actual BRK OUT BRK IN Actual Overtime starts Max overtime
8:30am 12:30pm 1:30pm Start 5:30pm at 6:00pm at11pm End
Start End Start End u - - i
7o fEam 12 2pm max overtime allowed 5 hrs ispm

Y L 0.4;.0 .. LY )

®
® o
| /‘ g
Cventhough worked

ingored  ERROR: First-N within  Last-OUT within more 7 hrs OVT, Last out captured
for time NO Clock-IN break period break period report will only show as Clock-0UT
attendance Captured as Captured as 5 hrs OVT
BRK-OUT BRK-IN
Example5:

Day 1: Valid allowed working time (with no overtime allowed)
Catch for Late coming IN and Early go home

¢ Valid capture Valid capture i
Clock-IN interval Break period Clock-OUT interval
Actual BRK OQUT BRK IN Actual
8:30am 12:30pm 1:30pm 5:30pm
Start End Start End Start End
7am 10am 12pm 2pm 4pm 7pm .

ingc:.red Earliest First_IN First-IN within Last-OUT within Last out captured inaed

g captured as break period break period as Clock-OUT fortime

attensiane Clock-IN Captured as Captured as EARLY OUT attendance
LATEIN BRK-OUT BRK-IN

86



Example 6:

ME-ACS v 6.2 User Manual

Day 1: Valid allowed working time (with long overtime allowed)
Catch long lunch and no after work overtime

¢ Valid capture

Clock-IN interval Break period Valid capture Clock-OUT interval
Actual BRKOUT BRKIN Actual Overtime starts Max ?\{ertime
8:30am 12:30pm 1:30pm 5:30pm at 6:00pm atl1pm
Start End Start | End Start s s = 5‘n5d
7am 10am 12pm 3pm 4pm max overtime allowed 5 hrs &P
ingored Earliest First_IN First-IN within Last-OUT within
for time captured as break period break period Last out captured as Clock-OUT
attendance Clock-IN Captured as Captured as Left before 6pm, therefore
Early in might be BRK-OUT BRK-IN et e et
entitle for overtime ‘
before work LONG LUNCH BREAK
Example7:
Day 1: Valid allowed working time (with long overtime allowed)
Calculating total work time, break time and over time
¢ Valid capture 'L
Clock-IN interval Break period Valid capture Clock-OUT interval
Actual BRK OUT BRK IN Actual Overtime starts Max overtime
8:30am 12:30pm 1:30pm 5:30pm at 6:00pm at11pm Eod
Start End Start End Start = = “,4",'5 "
7am 10am 12pm 2pm 4pm max overtime allowed 5 hrs g

@

ingored
for time Earliest First_IN . o
attendance First-IN within
captured as .
break period
Clock-IN
Captured as
BRK-OUT

Last out captured
as Clock-OUT

Last-OUT within
break period
Captured as
BRK-IN

Total break time

Total work time Total over time
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Weekly Shift Group

The shift group is to be assigned and combine multiple shifts into a group. Days that are not covered
any of the grouped shift will be automatically assumed as "Rest day". The objective of shift group is to
allow different working hours for different days within a week. For example, Production A define
morning working shift for Monday, Tuesday and Wednesday. Production A1l define night working
shift for Thursday, Friday and Saturday. When both shifts is combined into shift group Production A
all, this user will work morning on Monday, Tuesday, Wednesday and work at night for Thursday and
Friday every week.

Each day can only be assigned 1 shift. You can not assign 2 overlapping shift for the same day.

ADD - WEEKLY SHIFT GROUP x

Num
Shift group code | PRAA
Description | Production A

Shift for holidayfrest day | Production A

Shift(s) Available Shift(s) Selected

4 Warehouse 2 Production B

IN>>

IN >

ouT <

ouT <<

Fig 6.2.2: The selection of multiple working shifts to form shift group.

o Are you sure?

Fig 6.2.3: Confirmation

Adding Shift Group

1)
2)
3)
4)
5)

6)

7)
8)

Click on the ADD button.

All the shifts will be available in the list box. (Refer Fig 6.2.2)

The number no need to be assign since it is automated. But you also can assign the number manually.

Enter the shift group code & description of the shift group.

Choose the shift for the holiday or rest day from the dropdown. This is the shift that will be used
for calculation is that day is a holiday or rest day.

Select the shift in the shift available list and click IN >> for in all or IN > for in only the selected shift
or vice versa.

Click on the Save button and it will prompt for confirmation.

Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.2.3)
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Edit Shift Group

1)  Select the shift group that you want to edit from the left panel list by clicking on it.

2)  Once selected, click on the Edit button.

3)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.2.3)

Delete Shift Group

1)  Select the shift group that you want to delete from the left panel list by clicking on it.

2)  Once selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.2.3)

Cancel Shift Group
1)  Click on the Cancel button to reject any entries while Adding or Editing before.
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Weekly Flexible Shift Group

The flexible shift group is assigned for those the working shifts is flexible for certain period, or change
after that. Multiple working shifts can create for 1 day by combines multiple shifts together to form
flexible shift group. Due to the working hours got multiple shifts for 1 day, the system will
automatically detect and match the working hour regarding the available shift for that day base on the
in/out clocking (base on START/END actual working time). The working days that are not covered by
any of the flexible shift grouped will be automatically assumed as “Rest Day” and remark as "Shift
Mismatch". The objective of flexible shift group is to allow different working hours in 1 day.

For example, the users working shift is morning shift for 1 week, then night shift for 24 week and
afternoon shift for 3" week and so on. 3 different working hours can be created and group together
within the day. Although each user can have different working shift from day to day, but each user
only can be assigned for 1 shift per day.

Pre-requisite to build up the flexible shift group:
a)  The grouping of multiple shift groups, the working day must include whole week.
b)  The shift group period cannot overlap each other, base on the START/END
actual working time.

EDTT - WEEKLY SHIFT SETTING x
m 11
ft 5021
Description | Flend 165 - ening
Sun Mon L ved Thu )
Cpecific dab
orking Time ak Time Orvertime (OVT)
ETART Actual ¥
TimelN 130 = - =00 ) 00
next day et day

Total working hours
Grace period ellowance
Late In 00:00 - Auto delay Time out if lake

Early Out 00:00 = Esxclude Earty-IN for work fime

©24hvsview @) amipm view

[ N T

Fig 6.3.2: The selection of multiple working shifts to form flexible shift group.
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o Are you sure? Fig_6.3.3_:
Confirmation

Adding Flexible Shift Group

1)  Click on the ADD button.

2)  All the shifts will be available in the list box. (Refer Fig 6.3.2)

3)  The number no need to be assign since it is automated. But you also can assign the number

manually.

4)  Enter the shift group code & description of the shift group.

5)  Select the shift in the shift available list and click IN >> for in all or IN > for in only the
selected shift or vice versa.

6)  Click on the Save button and it will prompt for confirmation.

7)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.3.3)

Edit Flexible Shift Group

1)  Select the shift group that you want to edit from the left panel list by clicking on it.

2)  Once Selected, click on the Edit button.

3)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.3.3)

Delete Flexible Shift Group

1)  Select the shift group that you want to delete from the left panel list by clicking on it.

2)  Once Selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.3.3)

Cancel Flexible Shift Group
1)  Click on the Cancel button to reject any entries while Adding or Editing before.
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6.4 Yearly Shift Setting

This function is similar with Weekly Shift where it used to set the overnight shift and multiple break
time. Time attendance module uses Time In and Time Out interval defined in shift to capture the
correct clocking from employee. Employee must clock in or clock out within the time interval defined
here to be captured as valid clocking. Any clocking outside the range of interval defined here will
NOT be considered as valid clocking. Time attendance module also uses the Actual time defined here
to decide where employee come late or go home earlier than they should be

YEARLY SHIFT SETTING E
No. | Desaiplion Hur 5
5 FrstHalf shift Code  MT
6 Saturday
- Desuiption  Frst Half
7 Second Half
8 Sunday Color NN 99; 133; 155
9 Generd
orking T Break Ti Over time: (OVT)

Total warking hours

Grace peniod allowance

Fig 6.3.1: The selection of multiple working shifts to form Yearly shift group.

o Are you sure? Fig_6.3.3_:
Confirmation

Adding Yearly Shift Setting

1)  Click on the ADD button.
2)  All the shifts will be available in the list box. (Refer Fig 6.3.2)

3)  The number no need to be assign since it is automated. But you also can assign the number
manually.

4)  Enter the shift group code & description of the shift group.

5)  Select the shift in the shift available list and click IN >> for in all or IN > for in only the
selected shift or vice versa.

6)  Click on the Save button and it will prompt for confirmation.

7)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.3.3)

Edit Yearly Shift Setting

1)  Select the shift group that you want to edit from the left panel list by clicking on it.

2)  Once Selected, click on the Edit button.

3)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.3.3)
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Delete Yearly Shift Setting

1)  Select the shift group that you want to delete from the left panel list by clicking on it.

2)  Once Selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.3.3)

Cancel Yearly Shift Setting
2)  Click on the Cancel button to reject any entries while Adding or Editing before.

Yearly Shift Group

The yearly shift group is assigned for those the working shifts is flexible for certain period, or change
after that. Multiple working shifts can create for 1 day by combines multiple shifts together to form
yearly shift group. Due to the working hours got multiple shifts for 1 day, the system will
automatically detect and match the working hour regarding the available shift for that day base on the
in/out clocking (base on START/END actual working time). The working days that are covered by
any of the yearly shift grouped will be automatically assumed as “Work Day” and allow the operator
to customize when to be “Rest Day”. The objective of yearly shift group is to allow different working
hours in 1 day.

For example, the users working shift is morning shift for 1% week, then night shift for 24 week and
afternoon shift for 3" week and so on. 3 different working hours can be created and group together
within the day. Although each user can have different working shift from day to day, but each user
only can be assigned for 1 shift per day.

Pre-requisite to build up the yearly shift group:
a)  The grouping of multiple shift groups, the working day must include whole year.
b)  The shift group period allow to overlap each other, base on the START/END
actual working time.

Fig 6.3.1: The selection of multiple working shifts to form yearly shift group.
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zlglsla (v
]
BBE |
]
2

A0 EDIT DRLETE

Fig 6.3.2: The selection of multiple working shifts to form flexible shift group.

o Are you sure? Fig_ 6.3.3:
Confirmation

Adding Yearly Shift Group

1)  Click on the ADD button.

2)  All the shifts will be available in the list box. (Refer Fig 6.3.2)

3)  The number no need to be assign since it is automated. But you also can assign the number

manually.

4)  Enter the shift group code & description of the shift group.

5)  Select the shift and click assign shift to date then highlight the date to be assigned, and
click apply.

6)  Select the date to assign as rest day then click apply.

6)  Click on the Save button and it will prompt for confirmation.

7)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.3.3)

Edit Flexible Shift Group

1) Select the shift group that you want to edit from the left panel list by clicking on it.

2)  Once Selected, click on the Edit button.

3)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.3.3)

Delete Flexible Shift Group

1)  Select the shift group that you want to delete from the left panel list by clicking on it.

2)  Once Selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.3.3)

Cancel Flexible Shift Group
3)  Click on the Cancel button to reject any entries while Adding or Editing before.
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6.6 Attendance Edit

Attendance edit is used to verify that all employees clocking has been properly captured and if any
erroneous in the clocking. Operator shall manually amend clocking accordingly after verification with
employee. The raw captured clocking data will not be altered. Only attendance data will be amended.
It is important for operator to verify and correct all erroneous transaction highlighted in RED color.
The reporting module is based on Garbage-In-Garbage-Out. To ensure correct and accurate reporting,
all time attendance data must be verified to be correct via Attendance edit before proceed to reporting.

e Attendance edit allow operator to create new attendance transaction.

e Able to filter by types of functions allowed.
The remark will be update and validate the field automatically. For example, if there is no
clocking captured for a work day then automatically updates the remark as "ABSENT". This
remark can be edited upon supervisor finding out the actual reason for absent.

o The option fixed record is used for all modified clocking and remarks will not be re-calculated in
order to build attendance data.

o The missing clocking will be indicated in red colour.

oar | s €] Dl)\ggzggra

Name w BRK1OW | BRK1In K20t | BRKZIn BGOUt  BRKSI BRKA0UT  BRK4IN Late In earl
08/2015 0 OLRe/L.. D OLE/20L.. O 0108/201..  00:00:00
Christine 01/08/201908:22 01/08/201900:00 O1/08/2_. O1/08/2_. O1/08/2_. O01/08/2.. O01/08/2.. O01/08/2._. O01/08/2_. O01/08/2.. 00:00:00
Toay 01/08/201508:41  01/08/2019 00:00 01/08/2... O1/08/2.. 0L
2 00:00  01/03/20:900:00 1

Susen 0 1/08/2019 00:00 01/03/2019 00:00 oLRe/201 o180 01/08/201 01/06/201 01/06/201

08/2.. 01/08/2.. O01/08/2.. O01/08/2.. O01/08/2.. 01/08/Z. 00:00:00
201 OD/201.. O0S/201. OL0S/201. OL0S/201. 0L0S/201.  00:00:0

o108/

Fig 6.4.1: The Attendance Edit is used to edit manually the time clocking for attendance.

Adding Attendance

This function allows creating attendance records from scratch - meaning that the clocking data does not
exist. This might happened if the employee is on an oversea trip and unable to flash card on attendance

terminal in office to clock in and out. Attendance records can be manually created for this employee to

create consistent reporting.

1)  Click on the ADD button.

2)  New Attendance record window will pop up. (Refer Fig 6.4.2)

3)  Choose the date in the calendar.

4)  Click on the Search user here link.

5)  The user screen with list of users will pop up. (Refer Fig 6.4.4)

6)  Double click on user from the list in order to add the new attendance record.

7)  The Shift can be changed from the drop down menu.

8)  Able to change the IN, OUT, BRK1 OUT and BRK1 IN from the Capture clocking.

9)  Able to change the Leaves code, duration, remark1, remark2 from the Attendance results.

10) If want to auto generate the settings to assign shift, Click on the auto generate according to
assigned shift. (Refer Fig 6.4.5)

11) If want to see the detailed clocking, Click on see detailed clocking. (Refer Fig 6.4.6)

12) If want to see the assigned shift, Click on see assigned shift. (Refer Fig 6.4.7)

13) Click on the auto re-calculate result to auto recalculate the result.
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14) After editing the necessary fields, select “Fixed” field to avoid changes made to be reset when
performing build attendance data.
15) Click on the Save button and it will prompt for confirmation.
16) Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.4.9)

Edit Attendance

This function is used to correct error highlight in Red. Common error detected is missing clocking time.
Operator will need to call up the employee and confirm clocking time. Operator can then manually enter
this clocking time into the attendance record to ensure correct reporting later on.

1)  Select the user that you want to edit from the Attendance Edit tab by clicking on it

2)  Once selected, click on the Edit button.

3)  After editing the necessary fields, select “Fixed” field to avoid changes made to be reset
when performing build attendance data.

4)  Click on the Save button. It will prompt for confirmation.

5)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.4.9)

Delete Attendance

1)  Select the user that you want to delete from the Attendance Edit tab by clicking on it.

2)  Once Selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.4.9)

Cancel Attendance

1)  Click on the Cancel button to reject any entries while Adding or Editing before.

NEW ATTEMDANCE RECORD x

e | 25/08/2019 - Restday

User I Department

Seeassigned shift

Fig 6.4.2: The New Attendance Record.
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E ATTENDANCE RECO!

Date
User info
User ID | ACCO Department | Fnancial Dept
Name | Christine Designation
shift [Second bl - Branch
Captured clocking Attendance results
IN | 07/08/2019 00:00 = Late IN | 0D:00 z
OUT | 07/08/2019 18:06 - Early OUT | 0D:00 -
BRK1 OUT | 07/08/2019 00:00 = Long Break | 00:00 =
BRK1IN | 07/03/2019 00:00 = Work | 00:00 -
BRK2 OUT | 07/08/2019 00:00 OVT | 00:00 -
BRK2 IN | 07/08/2015 00:0 Break | 00:00 =
BRK3 OUT | ¢ Leaves code v
BRK3 IN | 07/08/2019 D0:0 Duration -
BRK4 OUT | 07, 19 Remark 1 | No dock in,No break1 cut
BRK4 IN | 07/08/201% D0:0 Remark 2
A ner: rdin igned shift Auto re-calculate r
See detailed cdocking Fixed record
ez assignec shift

Fig 6.4.3: To edit the record manually.

User ID User Name Department Designation Branch
5G001 Andrew Security Dept Head Security Penang B
SG002 Piak Security Dept Supervisor Kuantan
G004 Anan Security Dept Security Guard
ACCO01 Susan Finandal Dept Manager
ACCO03 Christine Finandial Dept Supervisor
ACCO04 Lawrance Finandal Dept Sr. Exec
ACCOOS Tony Financial Dept Sr. Exer
ACCO06 Abert Finandial Dept Jr, Exec
HROO1 Vicki HR Dept Manager
HROD2 Evon HR Dept Asst. Manager
HROD3 Lambert HR Dept Supervisor
HRO04 Wilson HR Dept Sr. Exec
HRODS VMicheal HR Dept Sr. Exec
HRO0& Robert HR Dept Jr. Exec
622 Vincent None Nane I
| Filter By
User ID | Department -
User Namea Branch -
Designation v SEARCH USER RESET

Yes Mo

Fig 6.4.5: Confirmation for auto generation.
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e

Date Door ID | Door Name

14/09/2019 09:37:46 7.2.1 7.2.1-Pantry Entrance
14/09/2019 09:37:47 7.0.3 7.0.3 - Time Attendance
14/09/2019 09:37:52 7.0.1 7.0.1 - Main Door Entrance
14/09/2019 09:37:52 7.0.3 7.0.3 - Time Attendance
14/09/2019 09:37:52 721 7.2.1 -Pantry Entrance
14/09/2019 09:37:59 7.21 7.2.1 -Pantry Entrance
14/09/2019 09:53:02 .21 7.2.1 -Pantry Entrance
14/09/2019 09:53:04 7.0.1 7.0.1 - Main Door Entrance
14/09/2019 09:53:04 7.0.3 7.0.3 - Time Attendance:
14/09/2019 10:02: 15 7.0.1 7.0.1 - Main Door Entrance
14/09/2019 10:02: 15 7.0.3 7.0.3 -Time Attendance:
14/09/2019 10:02:49 721 7.2.1 -Pantry Entrance
1AAN OO 1A CAED 201 BN e S e

Fig 6.4.6: The clocking details.

WEEKLY SHIFT SETTING

™

10 Flexi & - 16 Moming

11 tlew 16 - 12 Evenng
Working Time | BreskTme | Overtime (OVT)

Wum 8

shift Code 01

Description  General

START Actusl END

Time N

Time OUT | 15

Total working hours

ot period alowdace

=]

Fig 6.4.7: The shift settings.

ATTENDANCE EDIT FILTER FUNCTION x

User ID
| SELECT USER ID -
Date
START 01/09/2019 -
END 14/09/2018 - All
—Shift
SELECT SHIFT Al
r—Yearly shift
SELECT YEARLY SHIFT al

Department
SELECT DEPARTMENT Al

Designation
SELECT DESIGNATION Al

Transaction type
SELECT TRANSACTION TYPE al
—Branch

SELECT ERANCH Al

Fig 6.4.8: Attendance Edit Filter Function.
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o Are you sure?

Fig 6.4.9: Confirmation.
6.7 Free Shift Setting

This feature Free-Shift will not be capturing break time as the FS will only keep track on the user working time.
The FS report wont be show in the normal report as they have their own standard report. The feature itself only
have 2 type of Reports whereby is ‘Daily Time Attendance’ and ‘Time Card Report’. FS will not be supporting
import/export time attendance feature. The only method the operator can be export it via Print Preview. FS report
also able to use the attendance edit for editing. This feature Free-Shift is only available in all Professional
version and not available for Lite version.

*This Free Shift is not suitable for door access usage*

The following will be the logic diagram for how does the ‘F’ key works in this Free-Shift.

lgnored lgnored / \ / \
B Wlork F1 \gork OVT |
F3 F'; F3 ut F3 Out
F4 F4 \ / /

T l lgnored Ignored
F2 F3
F4 F1
:

Fig 6.7.1: The logic diagram for Free Shift.

Na.  Description
1 FreeShift 01

Num |1
Shift code |FS01
Description  Free Shift 01

Cut offtime  23:00:00

°24hr= view! . amfpm view

Fig 6.7.2: The Free Shift Setting.
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o Are you sure?

Fig 6.7.2: The Free Shift Setting.

Adding Shift
1)  Click on the ADD button.
2)  The number no need to be assign since it is automated. But you also can assign the number manually.

3)  Enter the shift code and the description.

4)  Assign the Cut Off time

5)  Click on the Save button. It will prompt for confirmation.

6) Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.7.3)

Editing Shift
1)  Select the shift that you want to edit from the left panel list by clicking on it

2)  Once selected, click on the Edit button.
3)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.7.3)

Delete Shift
1)  Select the holiday that you want to delete from the left panel list by clicking on it.
2)  Once Selected, click on the Delete button.
3)  Click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.7.3)

Cancel Shift
1)  Click on the Cancel button to reject any entries while Adding or Editing before
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6.8 Attendance Edit - Free Shift

Attendance edit is used to verify that all employees clocking has been properly captured and if any
erroneous in the clocking. Operator shall manually amend clocking accordingly after verification with
employee. The raw captured clocking data will not be altered. Only attendance data will be amended.
It is important for operator to verify and correct all erroneous transaction highlighted in RED color.
The reporting module is based on Garbage-In-Garbage-Out. To ensure correct and accurate reporting,
all time attendance data must be verified to be correct via Attendance edit before proceed to reporting.

e Attendance edit allow operator to create new attendance transaction.

e Able to filter by types of functions allowed.
The remark will be update and validate the field automatically. For example, if there is no
clocking captured for a work day then automatically updates the remark as "ABSENT". This
remark can be edited upon supervisor finding out the actual reason for absent.

e The option fixed record is used for all modified clocking and remarks will not be re-calculated in
order to build attendance data.

e The missing clocking will be indicated in red colour.

Fig 6.4.1: The Attendance Edit is used to edit manually the time clocking for attendance.

Adding Attendance

This function allows creating attendance records from scratch - meaning that the clocking data does not
exist. This might happened if the employee is on an oversea trip and unable to flash card on attendance

terminal in office to clock in and out. Attendance records can be manually created for this employee to

create consistent reporting.

1)  Click on the ADD button.

2)  New Attendance record window will pop up. (Refer Fig 6.4.2)

3)  Choose the date in the calendar.

4)  Click on the Search user here link.

5)  The user screen with list of users will pop up. (Refer Fig 6.4.4)

6)  Double click on user from the list in order to add the new attendance record.

7)  The Shift can be changed from the drop down menu.

8)  Able to change the IN, OUT, BRK1 OUT and BRK1 IN from the Capture clocking.

9)  Able to change the Leaves code, duration, remark1, remark2 from the Attendance results.

10) If want to auto generate the settings to assign shift, Click on the auto generate according to
assigned shift. (Refer Fig 6.4.5)

11) If want to see the detailed clocking, Click on see detailed clocking. (Refer Fig 6.4.6)

12) If want to see the assigned shift, Click on see assigned shift. (Refer Fig 6.4.7)

13) Click on the auto re-calculate result to auto recalculate the result.

14) After editing the necessary fields, select “Fixed” field to avoid changes made to be reset when
performing build attendance data.

15) Click on the Save button and it will prompt for confirmation.

16) Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.4.9)
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Edit Attendance

This function is used to correct error highlight in Red. Common error detected is missing clocking time.
Operator will need to call up the employee and confirm clocking time. Operator can then manually enter
this clocking time into the attendance record to ensure correct reporting later on.

1)  Select the user that you want to edit from the Attendance Edit tab by clicking on it

2)  Once selected, click on the Edit button.

3)  After editing the necessary fields, select “Fixed” field to avoid changes made to be reset
when performing build attendance data.

4)  Click on the Save button. It will prompt for confirmation.

5)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.4.9)

Delete Attendance

1)  Select the user that you want to delete from the Attendance Edit tab by clicking on it.

2)  Once Selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.4.9)

Cancel Attendance
1)  Click on the Cancel button to reject any entries while Adding or Editing before.

NEW ATTENDANCE RECORD x

Date | 17/09/2019 -
Search user here
Uger ID . ) Department
Name st Desigration
Free shift | Free Shift01 d Branch
Start date 16/06/201% 23:00:01 End dste 17/09/2018 23:00:00
Captured clecking Altendance resuits
IN | 17/06/2019 00:00:00 Work  00:00:00 -
Work Out | 17/06/2019 00:00:00 =~ OVT | 00:00:00 =
Overtime In | 17/06/2019 00:00:00 - Leavescode {Me -
Overtime Qut | L7/06/2019 00:00:00 Duration -
Remark 1
Sce detalled docking
See assigned free shift Auto re-calculate result

Fixed record

RESET SAVE CANCEL

Fig 6.4.2: The New Attendance Record.
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EDIT ATTENDANCE RECORD X

Date | 17/09/2019
User info
UserID | 622 Department | Reses
Name Designation | Manage
ol BFEﬂCh
Start date 16/09/2019 23:00:01 End date 17/09/2019 23:00:00
Captured clocking Attendance results

IN | 17/09/2019 12:34:17 Work | 00:00:00

Work Out | 17/09/2019 00:00:00 OVT | 00:00:00 2
Overtime In | 17/09/2019 00:00:00 - Leaves code v
Overtime Qut | 17/09/2019 00:00:00 Duration -

Remark 1 | No dodk out
See detailed docking

See assigned free shift Auto re-calculate result
Fixed record

RESET SAVE

Fig 6.4.3: To edit the record manually.

CANCEL

USER x
User ID User Name Department Designation Branch
SG001 Andrew Security Dept Head Sacurity Penang -
SG002 Plak Security Dept Supervisor Kuantan
SG004 Anan Security Dept Security Guard
ACCO01 Susan Finandal Dept Manager
ACCD03 Christine Financal Dept Supervisor
ACCO04 Lawrance Finandal Dept Sr. Exec
ACCO05 Tony Financial Dept Sr. Exet
ACCO06 Albert Finandal Dept Jr, Exec
HROD1 Vicki HR. Dept Manager
HRO02 Evon HR. Dept Asst, Manager
HROO3 Lambert HR Dept Supervisar
HRO04 Wilson HR Dept Sr. Exec
HRODS Micheal HR Dept Sr, Exec
HRO0E Robert HR Dept Jr, Exec
622 Vincent None None N
Filter By
UserID || Department -
User Name Branch -
Designation > SEARCH USER RESET

= =

Fig 6.4.4: The users can be filtered out regarding the selected fields.

NEW ATTENDANCE RECORD

o Are you sure you want to auto generate according to assigned shift?

Yes No

Fig 6.4.5: Confirmation for auto generation.

103



CLOCKING DETAILS x

17/09/2019 12:34:17
17/09/2019 12:34:19
17/09/2019 12:40:28
17/09/2019 12:40:32
17/09/2019 12:40:33
17/09/2019 13:10:59
17/09/2019 13:11:00
17/09/2019 13:11:29
17/09/2019 13:12:24

Fig 6.4.6: The clocking details.

Door ID | Door Name

7.0.3

7.0.3

7.0.3
7.0.3
7.0.3
7.0.3
7.0.3

.?,0.3

7.0.3

7.0.3 - Time Att=ndance

7.0.3 - Time Attendance
7.0.3 - Time Attendance
7.0.3 - Time Attendance
7.0.3 - Time Attendance
7.0.3 - Time Attendance
7.0.3 - Time Attendance
7.0.3 - Time Attendance
7.0.3 - Time Attendance
7.0.3 - Time Attendance

ME-ACS v 6.2 User Manual

FREE SHIFT X

No. Description

1 | Free Shift 01

5 view . am/fom view

Num

Shift code

Description

Cut off time

1

Fs01

Free Shift01

23:00:00

Fig 6.4.7: The shift settings.

104



ME-ACS v 6.2 User Manual

ATTENDANCE EDIT FILTER FUNCTION x

User ID 1 Department
| SELECTUSER ID | All SELECT DEPARTMENT Al
Date Designation
START 01/09/2019 -
SELECT DESIGNATION Al
END 14/09/2019 - All
shift 1 Transaction type
SELECT SHIFT al SELECT TRANSACTION TYPE Al
Yearly shift i Branch
SELECT YEARLY SHIFT Al SELECT ERANCH Al

Fig 6.4.8: Attendance Edit Filter Function.

Fig 6.4.9: Confirmation.

6.8 Attendance Settings

This F-keys definition is define the Duty based clocking method.

TIME ATTENDANCE SETTINGS x

F-key definiton Calculation Clocking Terminal
Duty based docking method is using F keys. This method is only supported by reader with F keys - AR727H,
ARB29E and ARB21EF
F1 | ONDUTY - | F2 | BRKOUT ~| F3 | BRKIN -~ | F4 | OFF DUTY -
F1' | OVT ON ~| F2' | OVT OFF = F3 | NORMAL OUT = | F4 | NORMAL IN -
* Free shift predefined default F key
F1 | ONDUTY -~ | F2 | OFF DUTY ~| F3 |OVTON ~| F4 | OVT OFF -

SAVE CANCEL

Fig 6.5.1: F-key definition.

Choose the F1, F2, F3, F4, F1', F2', F3', F4' duty based clocking from the dropdown menu and click on
SAVE button.
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TIME ATTENDANCE SETTINGS x

F-key definition Caleulation Clocking Terminal

v Aubo !"nulhp‘v overtime rate as dgﬁr{e_d m_sh\f'c:

Free shift does not support multiplier. Allworking timeis flat rate.

Fig 6.5.2: Overtime rate calculation.

Tick or check the checkbox for auto multiply overtime rate as defined in Shift and click on SAVE
button.

TIME ATTENDANCE SETTINGS X

F-key definition Calculation Clocking Terminal

® | First-IN-Last-OUT (FILO) - supported by all readers

Clocking method
Duty based - supported by AR727H, ARS2SE and ARS21EF

Door Name = Clocking Terminal
1.0.3 -Main Entrance N 1.2.1

>
1.0.3E - Main Entrance 1.2.2
1.0.4 - Tester 7.0.1 - Main Door Entrance
1.8.1 7.0. 1E - Main Door Exit
1.8.9 OUT « 7.2.1 - Paniry Entrance
2.0.1 - Main Entrance OUT << 7.2.1E - Pantry Exit
2.0. 1E - Main Exit 7.0.3 - Time Attendance

Fig 6.5.3: Clocking terminal for the door or access security.

Choose the clocking method either FILO or Duty based by clicking the radio
button. Select the door name that will be assign as a clocking terminal and click on
SAVE button.
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6.9 Leave Type

This is to define type of leaves generally "paid leave" and "unpaid leave".

_ — I — I i I I I

Fig 6.6.1: The type of leaves and the limit of days are allowed.

o Are you sure?

Fig 6.6.2: Confirmation.

Adding Leave Type

1)  Click on the ADD button.

2)  The number no need to be assign since it is automated.

3)  Enter the code, description and the number of days allowed.

4)  Select the leave type from the type dropdown menu.

5)  Click on the Save button and it will prompt for confirmation.

6)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.6.2)

Edit Leave Type

1)  Select the leave type that you want to edit from the left panel leave type list by clicking on it
2)  Once Selected, click on the Edit button.

3)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.6.2)

Delete Leave Type
1)  Select the leave type that you want to delete from the left panel leave type list by clicking on
it
2)  Once Selected, click on the Delete button.
3)  Click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No to reject the changes. (Refer Fig 6.6.2)

Cancel Leave Type
1)  Click on the Cancel button to reject any entries while Adding or Editing before.

107



ME-ACS v 6.2 User Manual

6.10 Advance Leave

This is to be able to assign leave for an employee in advance. For example, John can apply for annual
leave on

12, 13, 14 September one month in advance. When 12, 13, 14 September arrives, there will not be
any clocking from John. System will recognize that John is on annual leave instead of absent from
work. System will highlight the attendance transaction as error (RED) if there is clocking captured
from John on 12, 13 and

14 September. Operator will need to call up John to check if he decided cancel the leaves and came
for work or someone is tampering with John’s proximity card.

o The operator will be able to assign the leave in advance. The time attendance will
automatically take the leave assigned into consideration when building attendance data.

o The advance leave will be able to indicate how many hours employee take leave. The
filtering will includes the date range, duration and leave type filtering.

o By default there will be a column on the left to show only the leaves that have not elapsed yet.
Shifts that have elapsed will be search using filtering.

APPLY LEAVE TN ADVANCE *

MName: Lser ID)

Brmiem 36001

Sep M9

- l — I — I I I

Fig 6.7.1: The advance leaves.

0 Are you sure?

Fig 6.7.2: Confirmation.

Adding Advance Leave

1)  Click on the ADD button.
2)  Enter the User ID, User num and Name. Select the Department and Leave type
from the type dropdown menu.
3)  Choose the start date and end date for the advance leave.
4)  Choose the duration Full day or Half day from the radio button.
5)  Click Save button and it will prompt for confirmation.
6)  Click on Yes button to save the changes or No button to reject the changes. (Refer Fig 6.7.2)
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Edit Advance Leave

1)  Select the advance leave that you want to edit from the left panel user list by clicking on it.
2)  Once selected, click on the Edit button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to confirm accept the changes or No to reject the changes. (Refer Fig
6.7.2)

Delete Advance Leave

1) Select the advance leave that you want to edit from the left panel user list by clicking on it.

2)  Once selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes (Refer Fig 6.7.2)

Cancel Advance Leave
1)  Click on the Cancel button to reject any entries while Adding or Editing before.

Attendance edit will show RED error if there is clocking activity during leave days. Operator will
need to check with employee why there is still badging activity on the day that they are supposed
to be on leave.

Build Database

This function is to generate time attendance data within specified date range. Calculations will be
based on latest settings and shift schedule. All previous attendance records will be overwritten. All
existing attendance transactions marked "Fixed" shall not be updated and remained as itis. Build
attendance data will automatically skip user profile that does not have any shift/shift group assigned to
it.

Time attendance data will not be available for reporting before build database is executed. Therefore
to achieve accurate reports, you must perform build database prior to viewing reports. After building
attendance data, operator needs to verify all error calculated attendance transaction (highlighted in
RED color) via Attendance Edit.

Choose the start date and end date to build the attendance data.
Click OK button to start build the attendance data.

BUILD ATTENDANCE DATA X

Date

START 01/09/2019 -~ | END 14/09/2019

Progress
Date 14/09/201%
User ID 190914110919
User Name

Counter 16 of 16

Fig 6.8.2: The process of building database is running.

The attendance data being built. All user profile that is not assigned with a shift will be
skipped automatically.
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0 Are you sure? )
Fig 6.8.3: The attendance database
SR—— is build successful.

Upon completion of attendance data building, build attendance data successfully will be prompt.
(Refer 6.8.3). Then click OK to close it.

6.12 Time attendance summarized process
flow

Following is the process flow to illustrate Standard Operating Procedure (SOP) to process time

attendance.
Advance leave Current event log
Enter all leaves applied by Access event transaction
employee. captured into system when
userflash card
A y

27

Shift / Shift group Build attendance data Attendance Edit ST
setting Calculate attendance data Listout all calculated attendance data. a E
Clearly define all time by applying shift setting onto Operator call up employee to verify all 2@ 3
interval for correct clock access event transaction within || RED highlighted error and make correction. % =
capture. specified date range. After correction, select "Fixed” option. 3 g
5 &

o 0.

i 1]

L Build attendance data again :'.J_ §

After all data is verified to be ; o

< based on new correction 3 &

cotrect, we are ready to generate Ifno more RED highlig!1ted executed S

error in Attendance Edit =
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7) Monitoring

The Monitoring Module is responsible for managing the monitoring status for Current Event Log, Alarm Event
Log, Camera Commander, Door Commander, In/Out Monitoring, User Tracking, Ticketing Terminal , Area
Control & E- map Control. All this functions can integrated each other under 1 control system and make
access controlled process become more secure and easy, especially the door commander, camera commander,
In/Out monitoring, Area Control, 1/0 monitoring can be integrated with E-MAP function.

7.1 Current Event Log

To show normal and error transaction for current day. Current event log by default will only
show today transactions. Flexible filter function allow operator to efficiently search for pass
records to investigate security breach.

The fields that will be displayed in the user list tab are User 1D, User Num, Name, Card num1, Card
num2, Department, Designation, Branch, Shift, shift group, access mode, time zone, floor group, door
group, pin change, anti-passback, holiday, skip FP, car id, legal id, address, tel, mobile, email,
gender, birth date, start date, special remark, guard patrol, expiry ending date, expiry starting date,
alias, user level and advance.

System Configuration  User Management  Access Control  Time Attendance  Monstoring  Reporting  Housekeeping  Help  About

@M GEtegra

01/08/2019  OE:22 HARGG Robert Ir. Exec HR Dept 00194 5578 WD 230... 1.0.1 - Main Door
01/08/2019  OR32 Hi0D2 Evon Asst. Manager HR Dept 00194 39513 WWE B3.. 1.0.1 - Main Door

01/08/2019
01/08/2019
01/0R/2019  DR22 HRODZ Fvon
O1/08{3019  OR-32

5 0841 ACC00% Ty

01/08/3015 0846
olioatots

08:46

5%

08:46
01/0B/2019  DEA4T
01/08/2015 0847

Fig 7.1.1: Current event log.

EVENT INFO : ACCDO3 - Christine

Event Pichure Contact Access Attendance

UseriDl ACCOD03
Mame Christing
Designaton Supenasor
Department  Financial Dept

Cardnum 00124 - 60074

00:23:28

Current 01/08/2019 at 08:46 Normal access by card only - 1.0.1 : Main Door

Transaction

Previous 01/08/2019 al 08 22 Normal access by card only - 1.0.1 . Main Door

Fig 7.1.2: Event info.
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Double-click one of the transaction events in the Current Event Log (Refer Fig 7.1.1). It will pop up
summary of events info for selected event. (Refer Fig 7.1.2). Click on OK button to close.

Right-click and select New User to add new user (Refer Fig 7.1.1). Right-click and select Existing
user to search for existing user. Then fill in the user information of User Profile.

Alarm Event Log

Displays all the alarm event reported by hardware. Forced entry, door opened too long; are
situations that are captured as alarm event. Captured picture and recorded video during alarm can
be directly reviewed from alarm event log without the hassle of searching in DVR for playback.
This helps guards to response quicker during an alarmed event. Supervisor can review video /
picture evidence captured and acknowledgement can be entered into each detected alarm to verify
and counter future alarm event.

The fields that will be displayed in the user list tab are User 1D, User Num, Name, Card num1,
Card num2, Department, Designation, Branch, Shift, shift group, access mode, time zone,
floor group, door group, pin change, anti-passback, holiday, skip FP, car id, legal id, address,
tel, mobile, email,gender, birth date, start date, special remark, guard patrol, expiry ending
date, expiry starting date, alias, user level and advance.

ME-ACS MagClieat - ] x

System Configuration User Management  Access Control  Time Attendance Monitoring Reporting Housekeeping Help  About

Logout ADMIN @ "A(GT Etegra

Access Control

CurrentEventlog | AarmEventlog @

Date Time Door Event ¥ (&% Admowledge

01/08/2019 01:42 6.0.6E Alarm : Force open v A =
01/08/2019 02:05 6.0.6E - Alarm : Force open = e,

01/08/2019 02:18 6.0.6E - Alarm ; Force open » s,

01/08/2019 02:18 6.0.6E - Alarm ; Force opsn » e,

01/08/2019 02:27 8.0.8E - Alarm : Force opsn ¥ 5

01/08/2019 02:40 6.0.6E - alarm : Force open L4

01/08/2019 041 6.0.6E - Alarm : Force open . 4

01/08/2019 02:50 6.0.6E - Alarm ; Force open . JEE-

01/08/2019 02:55 6.0.6E - Mlarm : Force open L JEE-

01/08/2019 03:47 6.0.6E - Alarm : Force open |- d oo

01/08/2019 03:56 6.0.6E - Alarm ; Force open v e

01/08/2019 04:01 6.0.6E - Alarm : Force open I -

01/08/2019 11:24 1.0.1 - Main Door Alarm : Force open - JI-

01/08/2019 14:21 1.0.1 - Main Door Alarm : Force open L JRF-

01/08/2019 14:21 1.0. 1 - Main Door Alarm ; Force open - TR

N1MR/Z019 14:71 1.0.1 - Main Dnor Alarm : Foree anen b -

Fig 7.2.1: The alarm event log.
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Pending acknowledgement... Acknowledgement confirmed
Date:

01/08/2019 Date: 01/08/2019

Time: 02:41 Time: 02:41
Door: 6.0.6 Door: 6.0.6
Event: Alarm : Force open Event: Alarm : Force open
L J b
Last Acknowledge remark Last Acknowledge remark

Acknowledge remark Acknowledge remark

Operator on duty : Administrator Operator on duty : Administrator

Fig 7.2.2: The acknowledgement of alarm event..

For Acknowledged Transaction (Grayed background)
1)  Double click on the transaction which is background grayed colour in the Alarm Event Log.

(Refer Fig7.2.1)
2) It will pop up Alarm event acknowledgement window with pending acknowledgement title.

(Refer Fig7.1.2)
3)  This will show the last event reported and last acknowledgement done.

For Unacknowledged Transaction (Red background)
1)  Double click on the transaction which is background red colour in the Alarm Event Log. (Refer Fig

7.1.1).

2) It will pop up Alarm event acknowledgement window. (Refer Fig 7.1.3)

3)  This will show the last event reported and need to be acknowledged.

4)  This transaction will be changed status to the grayed background colour upon
successful acknowledgement.

For Picture

1)  Click on the Picture Logo E] of a particular transaction. Picture captured will be displayed in a
pop up window

PICTURE CAFTURED x

Fig 7.2.4: The camera is capture
picture during alarm trigger, and
the picture can be reviewed by
click on the PICTURE LOGO.
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FOR VIDEO

1)  Click on the Video Logo @ of a particular transaction.

(4 DVR Playbac

Qan T Gop Time et B =
£G'|-IS G!?ﬂﬂ]'ﬁ!-'ﬂ.! Mol e
DA08-2019 11:0957 08082019 110013 _FllumuiN:
VSO0 DR 2T 04 1SRN n Faorrrasi Fle
1508205 027 22 15082075 082748 [T—
150872019 0920 X3 15082079 0528 45 Fhcrrmasl bl
15002019 19449 15082019 11 145) .FWN@
2ueEmEmEnm 2RI TN 2 Frrraad Fle
DB M IR0 051510 Ficermai fie
2270072019 105056 220872079 1058 Pl e
20002013 TF23 W 08201 1ITIN26 Fierrai e
TR 155257 28082019 195316 Hermal s
2082009 Gh-a2 07 F0R 2079 DR M Pl fie
297002000 DEa2 56 a0k 4k =T
eI WA T Pirraad Pl
200715 1557 N 2002079 155747 Ficrrral b
H0Ra0G 1550 47 Z00 2005 15954 -PWN-
2082019 1e07 &) BB 160757 IPMIIH
rs.:r.e. :w.q % m;.- n :t.-'.\ms nD [T £ } -
OvR: | 152 988 100,200 =] SaTew oo =5 = ﬂ ﬂ ﬂ ﬂ ﬂ " ﬂ .
. B
Channet: 1 =] SweTme [nommnse -f— nrims ﬂﬂ ‘_‘:
Fig 7.2.5: The clicking on Video Logo is able connect to DVR for playback.
2) It will pop up the DVR playback dialog window.
3)  Select the DVR IP address.
4)  Select the channel that wanted to be playback.
5)  The start and end date range able to be assign.
6)  Click on the Search/Filter image %8I,
7)  Select on any of the video from the list and Click on Play.
8)  The video can be control by play, stop, pause, rewind speed, forward speed.
: 1 "« Rewind - Forward
et Slide Play [I| Pause M| Stop |«| | M|
' E] y - P & Speed - Speed

9)  The video timeline also can be navigated through slide.
10) The video can be downloaded to the local hard disk from the DVR. B4
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7.3 Door Commander
The door commander function allows the operator to control and monitor the door status.
e Operator can arm/disarm and lock/unlock the door.
e Operator can see live view video for specific door (include wiegand or WG) for visual
verification.
e Operator can review captured picture or playback all recorded video for selected door
(include wiegand or WG).
e During emergency event, operator can select multiple doors to lock/unlock in order to
facilitate fast escape.
Door 7.0.3 - Time Attendance -1t ”READ DODP; STATUS !
LOCK UNLOCK ARM DISARM
Doorstatus Live view videg
Live view video - WG
& Alarm Unlock Arm
Playback recorded video
Normal ® Lock ® Disarm
Playback recorded video - W
Review captured picture
Doorselection
SELECT DOOR LOCK ALL DOOR ARM ALL
SELECT TRIGGER INPUT UNLOCK ALL DOOR DISARM ALL
Trigger auto open all doors
Fig 7.3.1: Door commander.
Door Name
Main Door -
Main 0D
Time Attendance
Main Entrance
FlapIn 1
FlapIn 2
FlapIn 3
Flap Out 1
Flap Out 2
Flap Qut 3
Main Entrane
Main Exit
Exit
Main Door Entrance
Main Door Exit
Pantry Entrance
Time Attendance -
Fig 7.3.2: The selection of doors that will be controlled by Door Commander.
READ DOOR STATUS

Click READ DOOR STATUS button will read the status of the door (Alarm, Normal, Lock, Unlock, Arm
and Disarm).

WRITE DOOR STATUS

Click WRITE DOOR STATUS button will write the status of the door (Alarm, Normal, Lock, Unlock, Arm
and Disarm).

LOCK

Click LOCK button will lock the selected door.
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UNLOCK
Click UNLOCK button will unlock the selected door.

ARM
Click ARM button will arm the selected door.

DISARM
Click DISARM button will disarm the selected door(s).

SELECT DOOR
Select the door(s) and will be used for LOCK ALL DOOR, UNLOCK ALL DOOR, ARM ALL and
DISARM ALL.

LOCK ALL DOOR
Click LOCK ALL DOOR button will lock all the selected door(s).

UNLOCK ALL DOOR
Click UN LOCK ALL DOOR button will unlock all the selected door(s).

ARM ALL
Click ARM ALL button will arm all the selected door(s).

DISARM ALL
Click DISARM ALL button will disarm all the selected door(s).

ACKNOWLEDGE ALARM
Click ACKNOWLEDGE ALARM button will acknowledge alarm for the doors.

EXIT
Click EXIT button will exit the window.

LIVE VIEW VIDEO

LIVE VIEW VIDED : 1.0.1 - Main Door

Fig 7.3.3: The Live View Video gives
instant view from selected camera.

File Path: = 1 .I
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PLAYBACK RECORDED VIDEO
Click on the PLAYBACK RECORDED VIDEO link.

| @ ove maynace W
Stan Tirm :
-ll-‘[‘w-'.[l 3645 --331'}[& Homrai He
/OR8N 11:0857 D8082015 11-80:13 Horrasl fie
1508005 05 2704 _13"0@ NS Imn Horreasi fie:
150808 (3T 12 150872019 05 2745 Heorreal the
15082019 052813 .1513& 2019 05 2049 INGTI'B'IE
150872005 11: 1441 15082015 11- 153 Hormrasl fie
I2708°2005 00103 i‘("-\@ NS 0ENE _M:mllb
Z30R XN 05 1834 E2 AR08 I 1810 Mol e
2082019 10-5856 .ZEUE 2019 105811 Fiorras tie
A0S 17250 _Z!'C&'M"] 172556 _Nu'rl'o‘ﬁe
TR G 1350 5T T8 203 1953 16 Hormal fie
Z0AXnG a7 2082015 DB a2 M Nerreai the
082010 064256 .2'5.1}&.?.91'1 OB4314 Piorrras tie
2082005 152315 2082019 052337 Hormrasl fie
Z0RS2NS 1557 200209 155747 Hcarel Vi
Z08-2009 156857 2083015 155514 Horeasi the
082018 160740 .2'51'3‘2{]1'1 160757 Piorrrasd tie
IV0AMS 1E105 (B0 16110 Horral fiw
082015 1R 1307 S08203 16190 Hortwasl Vi t |r
DVR: 152162100200 =] SeaTime (00082010 000000 = ﬂ ﬂﬂﬂ i 9 J
Channel: 1 =] SmpTme [npamEAWRE E el ! ﬁ
. a
Fig 7.3.4: The clicking on Video Logo is able connect to DVR for playback.
o It will pop up the DVR playback dialog window.
e Select the DVR IP address.
o Select the channel that wanted to be playback.
o The start and end date range able to be assign.
e Click on the Search/Filter image ..
e Select on any of the video from the list and Click on Play.
e The video can be control by play, stop, pause, rewind speed, forward speed.
- W Banca (@ - . Rewind
i . Slide Play |l | Pause M| Stop |«

e The video timeline also can be navigate through slide

e The video can be downloaded to the local hard disk from the DVR.

e REVIEW CAPTURED VIDEO

| Forward
' Speed
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The Trigger Auto Unlock All Door is software stimulated auto unlock all door for TCPIP reader such
as AR725Ev2, ARS37EF and AR881EF. TUAD will keep track on the selected reader alarm event based on the
defined reader. When the software received alarm event from the defined reader, it will send an unlock command

to the selected door.

Operator require to define which reader will send the alarm event to be monitor and which door to

receive the unlock command from the software. Operator can define which door to be auto unlock when there is
an alarm event send out from the defined reader to be trigger.

TUAD does not support AR716E multi door controller and AR721E 2-door controller.

DOOR COMMANDER X

Door 7.0.3 - Time Attendance
LOCK UNLOCK
Doorstatus
@ Alarm Unlock Arm
Normal ® Lock ® Disarm

Doorselection

SELECT DOOR

SELECT TRIGGER INPUT

Trigger auto open all doors

LOCK ALL DOOR

UNLOCK ALL DOOR

ARM

DISARM

Live wview video

jve wiew video - W

Playback recorded video

Playback recorded video - Wi

Review captured picture

Fig 7.4.1: Door Commander

SELECT TRIGGER INPUT X

Door Name

Main OD

Time Attendance
Main Entrance
FlapIn 1

FlapIn 2

FlapIn 3

Flap OQut 1

Flap Out 2

Flap Out 3

Fire Alarm Signal Reciever
Main Entrane

Main Exit

Exit

Main Doar Entrance
Main Door Exit
Pantry Entrance

Time Attendance

SELECT ALL DE-SELECT ALL

ARM ALL

DISARM ALL

CANCEL

Fig 7.4.2: Select Trigger Inpu
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SELECT DOOR b

Door Name
Main OD -
Time Attendance
Main Entrance
FlapIn 1

FlapIn 2

FlapIn 3

Flap Out 1

Flap Out 2

Flap Out 3

N IESHESHE RN IES

Fire Alarm Signal Reciever
Main Entrane

Main Exit

Exit

Main Door Entrance

Main Door Exit

Pantry Entrance

Time Attendance

SELECT ALL DE-SELECT ALL

Fig 7.4.3: Select Door

Create Trigger Auto Unlock All Door

1)
2)
3)
4)
5)
6)
7)

Click on the Select Trigger Input button.(Refer 7.4.1)
All the reader will be available in the list box. (Refer 7.4.2)
Tick the selected reader for Trigger Input. (Refer 7.4.2)
Tick the Trigger Auto Open All Door (Refer 7.4.1)
Click on the Select Door for indicated which door will be release (Refer 7.4.1)
Select the door where operator want to unlock (Refer 7.4.3)
Click OK once the door is selected

Enable/Disable Trigger Auto Unlock All Door

1)
2)

Tick the Trigger Auto Open All Door to enable the function (Refer 7.4.1)
Untick the Trigger Auto Open All Door to disable the function (Refer 7.4.1
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7.5 Camera Commander
The camera commander function provides live view video for the selected camera and can switch
from one camera to another camera easily. The operator can view and check surrounding more
efficient. This function can integrate with E-Map function.

Monitoring - Camera Commander ->Select camera

Fig 7.5.1: The Camera Commander provides the live view video for the selected camera.

7.6 1/0 Commander

This function ONLY can work when integrated AR716E digital input (DI). With I/O monitoring, the
door sensor arming/disarming process can be more easily. This function can integrate with E-Map
function. This function only can use when active it in AR716E.

Monitoring - 1/0 Commander > Select DI »ARM or DISARM

I SELECT AL I DE-SELECT AL 3 DISARM I S I

Fig 7.6.1: The arming / disarming process for 1/0 commander.

Note: Please active the Hardware 1/0 monitoring in the AR716E before use the 1/O commander.
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4

On board digital input

v |DI1

v' | DI2

v/|DI3

Emergency Staircase level 1
Emergency Staircase level 2

Emergency Staircase level 3

Emergency Staircase level 4

Expanded digital input

Emergency Staircase level 5 / DI9 Emergency Staircase level 9

Emergency Staircase level 6 v |DI10 Emergency Staircase level 10
Emergency Staircase level 7 v |DI11 Emergency Staircase level 11
Emergency Staircase level 8 v DI12 Emergency Staircase level 12

Fig 7.6.2: The arming / disarming process for I/0 commander.

Adding Digital Input (DI)

1)
2)
3)
4)
5)

System Configuration - Hardware Manager - Select AR716E controller. (Refer Fig 7.6.2)
Click on the EDIT button.

Select 1/0 Hardware Monitoring tab, tick on the digital input (DI) to activate it.

Click on Save button and it will prompt for confirmation.

Click on Yes button to save the changes or No button to reject the changes.

Note: This 1/O Hardware Monitoring is not need to do WRITE TO HW process.

Edit Digital Input (DI)

1)
2)
3)
4)

Select the AR716E that you want to edit digital input (DI). (Refer Fig 7.6.2)
Click on the Edit button and modified the setting.

Click on the Save button. It will prompt for confirmation.

Click on Yes button to confirm accept the changes or No to reject the changes.

Deactivate Digital Input (DI)

1)
2)
3)
4)

Select the AR716E that you want to edit digital input (DI). (Refer Fig 7.6.2)
Click on the Edit button, deselected all the digital input (DI).

Click on the Save button. It will prompt for confirmation.

Click on Yes button to save the changes or No button to reject the changes.
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In/Out Monitoring

The In/Out Monitoring is use to monitor the assigned door. In/Out monitoring effectively show

the picture user's current entry and previous entry for visual comparison with picture in database.

This help

operator verify if the person badge at the door is actually the correct person. In time interval of the

last entry or exit will also be display for operator to verify if the timing look suspicious. In/Out
monitoring is a great

function that increases the effectiveness of access control with visual verification at guard house point.

Monitoring - In/ Out Monitoring

Fig 7.8.1: The In/ Out monitoring provide the latest images are captured when each time the camera
capture the picture or got user login.

IN/OUT MONITORI... x
o Saved successfully,

=
Fig 3.7.3: IN/ OUT Monitoring Door(s) selection.

IN/OUT Monitoring

Note: This function is purposely use for multiple operators in the different PC when integrate with
CCTV monitoring. Each operators can monitor base on selected doors. Different PC login
with different accounts then can monitor IN / OUT records base on selected doors.

1) Highlight the operator(s) and click on EDIT button to edit it.
2) Click on IN / OUT MONITORING button to select the door(s) for CCTV monitoring purpose.
(Refer
3.7.3)
3) Click on the Save button. It will prompt for confirmation.
4) Click Yes to confirm accept the changes or No to reject the changes. (Refer 3.7.3)
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USER PROFILE MONITORI... X
o Saved successfully,

SAVE CANCEL

Fig 3.7.5: User Profile Monitoring Door(s) selection.

User Profile Monitoring

Note: This function is purposely use to identified users IN / OUT record for selected door(s). For
each events log, the personal user profiles detail will be displayed out and to avoid other

person use other user card's owner to access.

1) Highlight the operator(s) and click on EDIT button to edit it.

2) Click on USER PROFILE MONITORING button to select the door(s) for user profile

monitoring purpose. (Refer 3.7.5)
3) Click on the Save button. It will prompt for confirmation.

4) Click Yes to confirm accept the changes or No to reject the changes. (Refer 3.7.5)

User Tracking

User tracking also known as "roll call" function. It is able to monitor in which location is the user.
This will be very helpful during emergency to locate the staffs and to pass any call to the nearest

intercom line.
Monitoring = User Tracking

ser ser Name
SEECTUSERID SELECT BRANCH
A \se ™ for widcard scarch Al

Designation Department

SELECT DESIGNATION SELECT DEPARTMENT

0%/2013 11:33 1.0.1 - Main Door ACCOO3 Christine Francll D Supsrvisor Mormal acces

1.0.1 -Man Door ACCO0S Tony Finandal D &r. Bxac dormal acces

1.0 1 - Man Door HRDO2 Ewon HR Dept Asst. Mona__ | Normal acces,

1508/2019  0%00 7.0.4 - Barrier In &z Vincent Hene None Yormd e

Fig 7.9.1: User tracking.

o Filter the user by selecting the user num, user id, user name, department or designation.

e Click on the SEARCH button.
e A list will appear as per the filtering.
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Area control is use to check the number of user in certain area or to identify the user status in that area,

is inside or outside. The multiple areas can be assigning different in/out reader/wiegand or selected
door. The history record inside this function is update from time to time once got

in/out event

happen to show the latest status of user. This function can be used as checking list during emergency

TO IDENTIFY WHO STILL INSIDE and LOCATION. Otherwise, this function also can as a

tool to track user latest in/out record. All the user in/out event for selected area also i1s summarize and

show as pie chart for references.

Monitoring - Area Control >Area Monitoring

Fig 7.10.1: Area Monitoring.

Note:

User Status (%): The percentage of User in selected area include IN, OUT & UNKNOWN with base on the total

of users under Area Monitoring List.
Area Directory: The directory for all the areas.
Door List: The item of doors list, is group as IN or OUT doors.
Active User: For those users got infout clocking transaction in current log is consider as active user.
Row Per Page: The number users is shown in the Area Monitoring List.
Filter: The tool to do filtering base on the user information.

LEVEL1
ZONE A

ZONE C

Smmary E3

Total Users 18

User Status
/ (%)
PP

Area Drectory
Door List ¥

‘L-““‘ Door List
REFORT I oFFsET I EXPORT I

ouT I7 )
N

L\'l a

1

\'d

Fig 7.10.2: Sample map - Area Monitoring.

=2
g

LEVEL 1:

ZONE A:

(Involve 2 readers)
» Zone A Main Door IN
» Zone A Main Door OUT

ZONE C:
(Involve 1 reader & 1 wiegand)
» Zone C Main Door IN
» Zone C Main Door WG
ouT

Area
= Directory
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No.  Desoiplion

3 Area 51

Door Dutfs) Selected

L.8.9
2.0.1 Main Entrance

3.0.1 Time Attendance

5.0.1 Flapini

7.0.4 Bamerln 5.0.4 FlapOut 1

Fig 7.11.3: Area Control Setting.

Adding Area

1)  Monitoring = Area Control >Area Setting. (Refer Fig 7.10.3)

2)  Click on the ADD button.

3)  The number no need to be assign since it is automated. But you also can assign the number manually.
4)  Enter the description.

5)  Select the door by click on <<IN or <IN for Door IN and IN>> or IN> for Door OUT.

6)  Click on the Save button. It will prompt for confirmation.

7)  Click on Yes button to save it or No button to reject it.

Editing Area
1)  Select the Area Control that you want to edit from the left panel list by clicking on it. (Refer Fig

7.10.3)

2)  Once selected, click on the Edit button.

3)  After editing the necessary fields, click on the Save button. It will prompt for confirmation.
4)  Click on Yes button to save the changes or No button to reject the changes.

Delete Area

1)  Select the area that you want to delete from the left panel list by clicking on it. (Refer Fig

7.10.3)

2)  Once Selected, click on the Delete button.

3)  Click on the Save button. It will prompt for confirmation.

4)  Click on Yes button to save the changes or No button to reject the changes.

Cancel Area
1)  Click on the Cancel button to reject any entries while Adding or Editing before.
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AREA REPORTING x

st — — _

Fig 7.11.4: Area Control Setting.

Full Screen Area Control

1)  Click on the FULL SCREEN button to expand area control full screen view. (Refer Fig
7.10.4)

Area Control Report

2)  Click on the REPORT button to open area control report. (Refer Fig 7.10.4)
3)  Select type of report (IN, OUT, UNKNOWN or SELECT ALL) wants to be generated. (Refer
Fig 7.10.4)

Offset Area Control

1)  Click on OFFSET button to reset all the active user status for selected area to become
UNKNOWN. (Refer Fig 7.9.4)

Export Area Control Data

1)  Click on the EXPORT button to open export the area control data. (Refer Fig 7.10.4)
2)  Select the path of file and click on Save button to save the data file.
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7.11 E-map Control

Under the E-map control, door commander, camera commander and 1/O monitoring can be integrated
together to make the access control become more secure and more easy to handle by the operator. The
map of building can be attached together to get the overall image of control area or location. With the
I/0O monitoring commander or door commander then can use it to make sure where or which door got
incidents or problems happen. Then, can use camera commander to view the situation where the
incident is happening to identify the main cause. After that, the suitable action can be taken to make
sure the surrounding area or location is secure and safe.

How ALL this function integrated each other to give more secure and safe access control system?

»  I/O monitoring behave as a sensor or control unit and notify when got force open incident
happen or system breakdown.

»  Door commander behave as door access control and picture capture for those access the
door. This function gives the alternative way to checking the user is the owner or not in
door access activity.

»  Door commander also provide live view video and recording during door access activity.

»  Camera commander provide the live view video and recording base on the location of
camera be installed. Switching between the cameras can use to check the monitoring area
from time to time.

Monitoring = E-map Control - E-Map Monitoring

E-Map Manito =]
Office Lobby - | Map
Office Lobby
Office 15t FLoor
Office 2
a MEETSNG ROOM EXPAND REFRED
; I 1 E o Hap
Alarm History

"

=]
Fig 7.11.1: E-map Monitoring.

« OifiesL ]
FF Lreate Location

ot ; EE Location
Delete Lucalion

Edie E-Map

Fig 7.11.2: E-Map Setting.
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Adding E-Map
1)  Monitoring = E-Map Control > E-Map Setting. (Refer Fig 7.11.2)
2) Right-click inside the E-Map Setting window, and select Create Location to open ADD LOCATION.

3)  Inthe ADD LOCATION window, fill in the Location name and click on SAVE button to save it.
(Refer Fig 7.11.2)

Note: To create sub-location with highlight on main location and right-click to select Create
Location. Then key in the location name and click on SAVE button to save it.

Editing E-Map Location Name

1)  Select the E-Map Location that you want to edit the name by clicking on it and then right-click
to select Edit Location. (Refer Fig 7.11.2)
2)  Inthe EDIT LOCATION window, fill in the new location name and click on SAVE button to save it.

Editing E-Map
(Note: Edit E-Map is use to add in the Door Commander icon, I/O Monitoring icon and
Camera commander icon.)

1)  Select the E-Map Location that you want to add in other functions as state above by
clicking on it and then right-click to select Edit E-Map. (Refer Fig 7.11.2)

OFFICE

/E MEETING ROOM ‘

=l Camers

\I. - ’_ o

=== . =N

Fig 7.11.4: E-Map Edit.

2)  Click on Browse button to browse the picture or map of the selected location. Click on
OPEN button to attach the picture or map. (Refer Fig 7.11.4)

3)  Click on Door, a list of doors is show. Click on the door is match with selected picture or
map, then right-click to hold the door and drag it into the map.

4)  Click on Camera, a list of cameras is show. Click on the camera is match with selected
picture or map, then right-click to hold the camera and drag it into the map.

5)  Click on I/0, a list of digital input (DI) of I/O point is show. Click on the DI is match with

selected
picture or map, then right-click to hold the DI and drag it into the map.

6)  After finish all things, and then click on SAVE button to save all the changes or CANCEL
button to cancel it.

Delete E-Map

1)  Select the E-Map location that you want to delete by clicking on it and then right-click to
select

Delete Location. (Refer Fig 7.11.2)
2)  Inthe REVOME LOCATION, click on the SAVE button to remove it or CANCEL button to

cancel it.
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7.12 User Profile Monitoring

User Profile Monitoring is use to monitor user IN / OUT for selected door(s). In the User Profile
Monitoring can be classified into Single User Profile and Triple Users monitoring. Each time the users go
in or out, the user personal detail will be display out. With the User Profile Monitoring then can be used as
an evidence when incidents or problems is happening. After that, the suitable action can be taken to find the
main cause or solution.

Monitoring = User Profile Monitoring = Single Profile or Triple Profile

Single User Profile Monitoring

Date : 16/09/2019 04:07

Expiry Date : 16/09/2030

User ID © 622

Name : Vincent

Department . Research Development
Designation . Manager

Door Name : 7.0.4 - Main Door
CarID : BNC 8303

Card Num : 02688 09877

Event . Normal access by card only
Shift . Office Staff

Fig 7.12.1: The Single User Profile.

Triple Users Profile Monitoring

Trok o ©

User ID . ACCo03 Date : 16/09/2019
Name . Christine Time : 0410
Department :  Financial Dept Expiry Date

Designation . Supervisor Car ID . BLD 2330
Door Name : 7.0.4 - Main Door

User ID . 622 Date . 16/09/2019
Name © Vincent Time : 04:10
Department :  Research Development Expiry Date : 16/09/2030
Designation : Manager CarID :  BNC 8303
Door Name : 7.0.4 - Main Door

User ID :  HROO03 Date : 16/09/2019
Name : Lambert Time - 04:10
Department :  HR Dept Expiry Date

Designation :  Supervisor Car ID

Door Name : 7.0.4 - Main Door

Fig 7.12.2: The Triple Users Profile.
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8) HouseKeeping

The housekeeping module is responsible for managing routine tasks and procedures carried out in the
functioning of a system or ME-ACS. The module functionality is described as follows:

Important Note :-

All auto function such as export access transaction, time attendance, user list and back up will execute
by MagServer. Does not require the MagClient to execute the auto function.

8.1 Database Management

There are 3 tabs of database management:
Tab 1) Backup Tab 2) Restore Tab 3) Purge

Tab 1) Backup

For DVR picture backup:

o Choose the destination drive path to keep the records of DVR pictures are capture by
camera.
(It is not recommended to activate this feature if the PC is not i7 with 5G Ram or above).

For Picture Database backup:

o Choose the destination drive path where the backup file needs to be placed or click on the
BROWSE button.

o Insert the file name or tick the checkbox to auto generate new file name
e Click on the BACKUP NOW button

For Main Database backup:
e Choose the destination drive path where the backup file needs to be placed or click on the
BROWSE button.
o Insert the file name or tick the checkbox to auto generate new file name
Click on the BACKUP NOW button
Tick on the auto schedule backup checkbox to enable auto database backup and insert
the time for auto backup.

DATABASE MANAGEMENT x
Badap Restore Purge Pistahass | nes tion
BROWSE
¢ Autr generate new fie name(date) for every hadap Main Databass
Backup

Pieturs Databass
Bashup

- BROWSE DVR Pieture
e : Leaving this field empty will not enable archiving. Backup
v

Schedule
¥ Autn scheduie hadaip 11:30 . I Use for biain

Fig 8.1.1: The DVR or database backup system.

130



ME-ACS v 6.2 User Manual

Tab 2) Restore

e Choose the destination drive path & file name where the backup file placed or click on the
BROWSE button. Process database restoration cannot fully be executed for path in C:\ due the
file protection by Win 7. It is recommended to store database file in D:\ to make is available for
restore purpose.

e Enable/ disable “Keep existing license and preferences” to select which of one information is
preferred.

e C(Click on the RESTORE NOW button

Fig 8.1.2: The restoration from backup database file.

Tab 3) Purge

e Choose the option to purge. (All/Transaction/Time Attendance)
e C(lick on the PURGE button and all the selected info will be deleted.
e The percentage of database capacity display bar: Normal (green), Caution (yellow), Critical (Red).

Note :
** \When the percentage of database capacity is reach critical condition. Alert will prompt to
do data purge to release some database space. The Event logs will be blocked from being
transfer into system database.
** Auto purge is used to purge the certain amounts of records form database automatically
when the main database/picture database is full.

Badup Restore Purge Database Location

Main database Picture database

um size 10240 MB

0% 0%

Fig 8.1.3: The cleaning for database along certain periods for all fields.
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8.2 Import/Export Access Transaction

Comprehensive reporting with flexible filtering is available. If current reporting is not sufficient to meet the
requirement, ME-ACS offer extensive export function that condition the data into any format or column
arrangement to match target application. Access control transaction is typically exported to third party time
attendance application or advanced ERP system for more comprehensive reporting that cater additional needs
of the organization.

Choose the start date and end date from the dropdown menu in the Date group box.

Choose the start user num and end user number from the dropdown box in the User num group box
or select the ALL checkbox to choose all user num.

Choose the start user id and end user id from the dropdown box in the User ID group box or select the
ALL

checkbox to choose all users ID.

There are 5 tabs of Import/Export Access Transaction:
Tab 1) Field Arrangement Tab 2) Department Tab 3) Output
Tab 4) Duty Label Tab 5) Formatting

Tab 1) Field Arrangement

Choose the fields from the fields available box and click on in to appear in the field
selected box. This few fields are compulsory to be selected, include Transaction Type,
Date, Time, User ID and Door ID.

IMPORT JEXPORT OF ACCESS THANSALTION »
ser ID HW o
5

Date User ID
sterT  (TETEEE - START

END 07082013 - - Al

I IMPORT NOW I LOAD SETTING I

Fig 8.2.1: The fields’ arrangement in import / export of access transaction.

Tab 2) Department

Select the criteria to be filtered. (For example by department, designation, transaction
type, door) Click on the button Select Department and choose the options or check ALL
to select all the departments.
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Field Arrangement Department Output Duty Label Formatting

SELECT DEPARTMENT
SELECT DESIGNATION
SELECT TRANSACTION TYPE Al
SELECT DOOR

All

Fig 8.2.2: The department settings in import / export of access transaction.

Tab 3) Output

Set the output setting for the access transaction file.

Field Arrangement Department Output Duty Label Formatting
7| Doty export at 13:00 : The file is automatically
v Internal export every 00:15 - | hrs export a.t 12:00 am daily tO

the file path F:\. Then the
file is updated for every
each 1 hour. The format file
is csv with name by refer to
PC date system.

Prefix string in file name
Suffix string in file name
v | Extension of file name txt

v | Output path name C:\Users\User\Desktop\ BROWSE
Qutput file name
By date (1 date filename for everyday)

® Fixed file name access transaction

Fig 8.2.3: The output settings in import / export of access transaction.

e Daily export at hh:mm AM: Automatically export file at specified time daily.

e Internal export every xxx hrs: Automatically export file for every interval hours from daily export
time.

e Extension of file name: csv (crystal report format), txt (text format) or xIs (Microsoft excel
format).

e Output path name: The location of file is exported. (Can export to another PC through file
sharing with WRITE authorities).

Tab 4) Duty Label

Set the duty based clocking for F1, F2, F3, F4, F1', F2', F3', F4'.

d Arrangement Department Ourtput Duty Labe Formatting

Fig 8.2.4: The duty label in import / export of access transaction.
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Tab 5) Formattin

Set the format such as date and time.

Field Arrangement Department Qutput Duty Label Formatting

Date | dd/MMjyy (d, dd = day; ddd, dddd = day of week; M = month; y = year)

(h = hour; m = minute; s = second; tt = AM or PM)

HH:mr
i ki (h = 12 hour; H = 24 hour)

Delimiter ¥ | Tab Space
Endosed symbol foritem
Add number on each row

Reader ID formatting

1 (e01 001 0001

Fig 8.2.5: The output formatting in import / export of access transaction.

8.3 Import/Export Time Attendance

Comprehensive reporting with flexible filtering is available. If current reporting is not sufficient to
meet the requirement, ME-ACS offer extensive export function that condition the data into any
format or column arrangement to match target application. Payroll function is not available in
ME-ACS. Calculated time attendance data can be exported out to third party payroll software for
salary pay slip processing.

Choose the start date and end date from the dropdown menu in the Date group box.

Choose the start user num and end user number from the dropdown box in the User num group box
or select the ALL checkbox to choose all user num.

Choose the start user id and end user id from the dropdown box in the User ID group box or select the
ALL

checkbox to choose all users ID.

There are 5 tabs of Time Attendance:
Tab 1) Field Arrangement Tab 2) Filter Tab 3) Output
Tab 4) Duty Label Tab 5) Formatting

Tab 1) Field Arrangement

Choose the fields from the fields’ available box and click on in to appear in the field
selected box. Able to define the field name maximum 5.

IMPORT/EXPORT OF TIME ATTENDANCE TRANSACTION x
5

Date User ID
jus/2015]

Field Arrangement Fitter Ouiput Duty Label Fonmatting

Frkd(s) Availabhe Freld(s) Sedected

Desgnation User ID

. I HNax
BRK1 OUT = N STetl
BKL I e our

BRKZ OUT

BRKZ IN

BRKS OUT *Tmd d
BKI N

BAX4 OUT oUT <<

BRK4 N

Late IN

Fig 8.3.1: The field arrangement in import / export of time attendance transaction.
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Tab 2) Filter

Select the criteria to be filtered. (For example by department, designation, transaction type,

door)
Click on the button Select Department and choose the options or check ALL to select all the
departments.

Field Arrangement Filter Output Duty Label Formatting

SELECT DEPARTMENT All
SELECT DESIGNATION Al
SELECT TRANSACTION TYPE

Al

SELECT SHIFT Al

Fig 8.3.2: The department settings in import / export of time attendance transaction.

Tab 3) Output

Set the output setting for the access transaction file.

Field Arrangement Filter Output Duty Label Formatting
Daily export at 00:00
Internal export every 00:00 ~| hrs

Prefix string in file name
Suffix string in file name
v | Extension of file name

v | Qutput path name C:\Jsers\User\Desktop) BROWSE
Qutput file name
® By date (1 date flename for everyday)

Fixed file name

Fig 8.3.3: The output settings in import / export of time attendance transaction.

Tab 4) Duty Label
Set the duty based clocking for F1, F2, F3, F4, F1', F2', F3' & F4'".

Field Arrangement Filter Output Duty Label Formatting

Only for duty based docking

Fig 8.3.4: The duty label in import / export of time attendance transaction.

135



ME-ACS v 6.2 User Manual

Tab 5) Formatting

Set the format such as date and time.

Field Arrangement Filter Output Duty Label Formatting

Date | dd/MM/yy (d, dd = day; ddd, dddd = day of week; M = month; y = year)

(h = hour; m = minute; s = second; tt = AM or PM)

e
gzel e (h = 12 hour; H = 24 hour)

Delimiter + Tab Space
Enclosed symbol foritem

Add number on each row

Fig 8.3.5: The output format in import / export of time attendance transaction.

8.4 Import/Export User Profile

User profile can be exported or imported for backup purposes. ME-ACS user profile can be exported
into a text file. This text file can then be imported into third party time attendance or payroll software
to avoid the hassle of entering all the users again during integration works.

Choose the start date and end date from the dropdown menu in the Date group box.
Choose the start user num and end user number from the dropdown box in the User num group box
or select the ALL checkbox to choose all user num.

Choose the start user id and end user id from the dropdown box in the User ID group box or select the
ALL

checkbox to choose all user ID.

There are 5 tabs of User Profile:
Tab 1) Field Arrangement Tab 2) Department Tab 3) Output

Tab 4) Duty Label Tab 5) Formatting
Date User ID HW num
START ART
END Al END - Al
Field Arrangement Department Output Duty Label Formatting

Frekd(s) Available = Field(s) Selected
T —

HW hum User Name

P — Department

Alow Pin Change Designation Tod 1
Ant-passback Enable o Site Code *Tet 2
User Leve Card Code

Arcezs Type Arrees Mods
Timezone * Text 4

Door Group

Indude resign user

Fig 8.4.1: The field arrangement in import / export of user profile.
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Field Arrangement Department Output Duty Label Formatting
SELECT DEPARTMENT Al
SELECT DESIGNATION Al

Fig 8.4.2: The departments in import / export of user profile.

Field Arrangement Department Output Duty Label Formatting
Daily export at 00:00
Internal export every 00:00 = | hrs

Prefix string in file name
Suffix string in file name

¥ Extension of fie name s

v | Qutput path name C:\Users\User\Desktop\ BROWSE

Qutput file name
By date (1 date filename for everyday)

# Fixed file name User List

Fig 8.4.3: The output settings in import / export of user profile.

Field Arrangement Department Output Duty Label Formatting

Only for duty based clocking

Fi FI'
F2 F2'
F3 F3'
F4 4

Fig 8.4.4: The duty label in import/ export of user profile.

Field Arrangement Department Qutput Duty Label Formatting
Date | dd/MM/yy (d, dd = day; ddd, dddd = day of week; M = month; y = year)
(h = hour; m = minute; s = second; tt = AM or PM)
Tume. | HH:mm (h = 12 hour; H = 24 hour)
Delimiter v |Tab Space

Enclosed symbol foritem

Add number on each row

Fig 8.4.5: The output format in import / export of user profile.
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Import User Profile From 701Server

User profile can be imported through 701Server user card backup. The user profiles only able to be
imported by following the format already define in the system. Any changes or mistake can cause the
import process fail. Here are few conditions need to be achieved during import process:

»  Not card duplicated happen
»  Not user duplicated happen
»  The users profile information must be filled correctly

IHMPORT USER PROFILE FROM 701 SERVER x

Before importing the profiles, make sure the below instructions are followed during the export in the Soyal 701.
Step 1 : Ttem List Sequence

Item List Sequence
A ~B ~|/C ~D ~|E ~|F = H

Use the setting as perthe above image before exporting from the Soyal 701.

Step 2 : File Titles

A: Serial Number, B: Card Site Code, C: User Name, D: P.LN Code, E: Department (1), F: Door Group, G: Time Zone, H: Employ ID, I: Car ID

Number, K:Begin Date (yyyymmdd), L: Expiry Date (yyyymmdd), Nz Alias , P: Address , Q: Telephone Number (1), T: Department (2), U: Duty Group,
V:Anti-pass-back

Changing the values of thefield titles will not effeckthe import process, it is advised to usethe default setting.

Step 3 : Item Space

Item Space

) Space ©°',°* ':'

Use the default setting (Tab delimiter).

~IMPORTNOW CANCEL

Fig 8.5.1: The users profile import from 701server.
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8.6 Import User Profile From Text

User profile can be imported through text file, excel file or csv format file. The field arrangements
need to be matched correctly. Here are few conditions need to be considered during import process:

»  Not card duplicated happen
»  Not user duplicated happen

> The users profile information must be filled correctly, mainly name, card number, address and
SO on.

Housekeeping = Import User Profile From Text

Setting Log
Filename | C:\users\iser\DeskiopSample User List|20200325.:ds ‘Browse
Test file
Format
.
Column delimiter /| Tah Space Other
Excel file
Versian Warkehest
Statrow |2 Endrow |D 10 for last row) Dateformat | ddMMjyyyy - 11 Preview
—Preview-
2 3 . 5 5 7 8 il
1 Yap Fatt Lam Hone 2 ELE
2 Yap Fatt Lam Hone HNane 457 45152 Card only
3 ¥ap FattLam MNone None 37887 25534 Card only
4 Ve Fatt Lam HNoree: None 4128 B/ Trrvalid =
| | LIJ
—Field Mapping-
Source Target =
3
User Name 2
Departmant
Designation 4
HWN Num
Site Code 5
— . =]

IMPORT NOW LOAD SETTING

Fig 8.6.1: The users profile import from text.

TMPORT USER PROFILE FROM TEXT x
Setling Log

mpor g
row

Fig 8.6.3: The results of users profile import process
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Adding Import User Profile From Text
1)  Click on Browse button to open the user profile file (.txt, .xls, xIsx or .csv) wants to be
imported.
2)  Key in the start row and end row to be imported. Click on Preview button to see the
imported file field.
3)  Select and match the fields at Target column.
4)  Click on SAVE button to save it and then select IMPORT NOW button to start users

profile file import process. (Refer Fig 8.6.1)
5)  All the result about users profile file import process is show in the Log tab. (Refer Fig 8.6.3)

Cancel Import User Profile From Text
1)  Click on the Cancel button to reject any entries while Adding or Editing before.

8.7 Licensing Management

Each ME-ACS software purchased will come with a Serial Number. Serial number is prompt when you first

run Client. Entering the serial number will register the software and process to initialize all parameters for first
time run. Upon entering the serial number, you have 30 days to activate the software. Please send serial number,
MAC address as displayed in Licensing Module to activate@soyal.com.my to request for activation key.

LICENSING MODULE x

You must activate the software within 60 days or it will stop working.

After activation, you will be able to enjoy all the function available inthe software.

Please email this screenshot that contains serial number and MAC address to our authorized agent in order to
obtain the activation key.

Package PROFESSIONAL ADVAMCED

ELUE IV T gl 65626-3 3C 29-0006D-4CA<E - 12286-4E 100

Macaddress 8CEC4B11AAD1

Enter your activation key

GENERATE

Fig 8.7.1: The licensing module.
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LICENSING MODULE X

Software is alrzady activated.
Package  Professional Advanced
Number of client 3

Expiry Date | 31/12/2166

Serial number  C6626-33C29-0006D-4CASE-12286-4E 100

Activation key | 766FD-D1E0C-40C2E-030D7-A9220

Upgrade
Package -

Serial number GENERATE

Fig 8.7.2: The process of activation by entering the activation code.

Upon receiving the activation code, key in the activation code and click on the GENERATE button

The next screen will show the software purchase details and expiry date. Every PC has a different MAC
address therefore you will need to request activation key for every PC installed with

ME-ACS Client. Activation keys for multiple clients will be listed out on display.

After purchasing a software upgrade, a new serial number will be given. Enter this new upgrade
purchased and its serial number in the Upgrade section then click Generate. This will upgrade the
current version. Upgraded version will need to be activated again with a new activation key.
Therefore you have to submit new serial number, MAC address as displayed in licensing module
together with company name to your dealer/installer to request for new activation key.

Support
You can find the latest product information, product updates, and answers to common
questions at www.magnet.com.my

Copyright

The copyright and intellectual property rights of this software, MagEtegra, and all its documentation,
including this online help system, are protected by copyright laws and international intellectual property right
treaties. You may not copy any portion of the software or documentation in any form, except to use this
software in accordance with the terms of the agreement or to make one copy for backup purposes. You may
not alter the software in any way. If copies of the documentation must be made, you should make them in

printed form only.
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